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ABSTRACT
Therearea numberof securityproblemsin theTCP/IP protocolsuite.In this
thesistheseproblemswill be analyzedin detail.The problemsin severalexisting
preventionmethodswill beanalyzedaswell inorderto showthatsecuritypoliciesbased
merelyon preventivemeasuresarenot completelysecureand convenient.Therefore,
"networksecuritymoniJoring"will be proposedas an alternativeand supplementary
approachagainstInternetattacks.
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Chapter 1
INTRODUCTION
1.1Purpose
The Internethasundergonea phenomenalgrowth in the recentpast.Many
organizationsincludingbusinesses,agenciesanduniversitiesar-econnectedor in the
processof connectingtotheInternet.However,duringthisperiodthesecurityproblems
in theTCP/IP protocolsuitehave beensubjectedto significantrevelationas well,
thereforesecurityneedstobeamajorconsiderationwhenplanningInternetconnection.
An organization'sposturetowardsecurityis referredto as a "securitypolicy".
This determinesthe limits of acceptableuser behaviourand what the responseto
violationshouldbe.Differentorganizationsmayhavedifferentsecuritypolicies.An
academicdepartmentof a universityhasgenerallydifferentneedsthan a business,
which,inturn,differsfroma militarysitel.
The first step in chosinga right securitypolicy IS "risk assesment".This
involvesthefollowing2:
1. Identifyingtheassests
2. Identifyingthethreats
Thisthesismainlyfocuseson identifyingtheimportanthreatsfoundin today's
Internet,which will be categorizedas: unauthorizedaccess,denial of serviceand
disclosureof information.Most of thesethreatscomesfrom thevulnerabilitiesin the
protocols.However,severalimportantproblemsin theexistingpreventiontechniques
willbealsoanalyzed.
This thesisalso aimsto providebackgroundmaterialfor a futurework on
networksecuritymonitor design.Thereforeseveralinportantpoints that must be
consideredin networksecuritymonitoringwill bediscussedaswell.
1.2Scope
Thiswork is concernedwith thesecurityproblemsin theTCP/IP protocolsuite.
Thesearegenericproblemsfoundin thedefinitionsof theprotocolsratherthanpossible
implementationspecificflaws.Vendor-specificprotocolsareexcludedaswell.
Cryptographyis beyondthescopeof thiswork.Althoughsuitablecryptosystems
cansolvemostof thesecurityproblemswhichwill bedescribedthroughouthisthesis,
currentlytheyarenotasconvenientastheyshouldbeandit seemscertainthattheywill
notbecomedefactostandardsinthenearfuture.
I W. R Cheswick, S. M. Bellovin.,Firewa//sandInternetSecurity:Repellingthe Wily Hacker,
ProfessionalComputingSeries,AddisonWesley,p. 4, 1994.
2 P.Holbrook,1.Reynolds(editors),"Site SecurityHandbook",RFC 1244,p. 11,1991.
1.3Organization
Therestof thisworkis organizedasfollows:
• Chapter2 describesbackgroundmaterialsuchas theTCPIIP intemalsand
mostcommonprotocols.
• Chapters3-6 presentsthe detailsof majorprotocolsand systemsfrom a
securityperspectiveaswell astheirflawsandthepossibleattackstheycan
beexposedto.
• Chapter7describesthecommoninformationdisclosurepoints.
• Chapter8 discussesthemostcommonproblemsin theexistingprevention
techniques.
• Chapter9 discussesthe importanceof networksecuritymonitoringandthe
importantpointswhichmustbeconsideredin designin~a networksecurity
monitor.
• Chapter10presentsacasestudy.
• Chapter11presentseveralconclusions.
Chapter 2
OVERVIEW OF TCP/IP INTERNALS
2.1TheInternet
TheInternetis aworldwidenetworkthatusestheTCP/IP (TransmissionControl
Protocol/InternetProtocol)protocolsuitefor communications.The Internetwascreated
initiallyto help communicationamong U.S. governmentsponsoredresearchers.
Throughthe 1980's,the Internetgrew steadilyto include educationalinstitutions,
governmentagencies,commercialorganisations,andinternationalorganisations.In the
1990's,theInternethasundergonea phenomenalgrowth,with connectionsincreasing
faster,manymillionsof usersarenow connectedtotheInternetl.
2.1.1InternetHosts
TheTCPIIP protocolsuiteallowscomputersof all sizes,from manydifferent
vendors,runningdifferentoperatingsystems,to communicatewith each other. A
computerengagedin Internetcommunicationsis called a "host". A host generally
executesapplicationprogramson behalfof user(s),employingnetworkand/orInternet
communicationservicesin supportof thisfunction.
ManyInternethostsrun a versionof theUnix operatingsystem.TCPIIP was
firstimplementedin theearly1980'sfor theversionof Unix writtenattheUniversityof
CaliforniatBerkeleyknownasBerkeleySoftwareDistribution(BSD). AlthoughUnix
is thepredominantInternethost operatingsystem,many other types of operating
systemsandcomputersare connectedto the Internet,includingmainframeoperating
systemsand personalcomputersrunning DOS, Microsoft Windows and Apple.
Althoughpersonalcomputersoftenprovideonly clientservices,increasinglypowerful
personalcomputersarealso beginningto provide,at low cost,the sameservicesas
largerhosts.Versionsof Unix for thepersonalcomputer,includingLinux,FreeBSDand
BSDi,andotheroperatingsystemsuchasMicrosoftNT, canprovidethesameservices
andapplicationsthatwere,untilrecently,foundonlargersystems2.
2.1.2Internetis a Networkof Networks
Part of the popularityof the TCPIIP protocolsuite is due to its ability to
interconnectdifferenttypesof packetnetworkswith differentcommunicationmedia
anddifferentprotocols.Eachhostis directlyconnectedto aparticularnetworkandthese
networksare interconnectedby packet switching computerscalled "routers"or
"gateways".Theroutersarecapableof providingconnectionsto manydifferentypesof
physicalnetworkssuch as Ethernet,token ring, point-to-pointlinks, FDDI (Fiber
DistributedDataInterface),etc.
I John P. Wack, Lisa 1. Carnahan,"Keeping Your Site Comfortably Secure: An Introductionto
Firewalls",NIST SpecialPublication800-10,p. ix, 1994.
2 ibid,p. 3.
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2.2TCPIIP Layering
TheTep/IP is thecombinationof manyprotocols.Althoughthecommonlyused
nameforentireprotocolsuiteis TCP/IP, TCP andIP areonlytwoof theprotocols.
TCPIIP protocolsoperateatvariouslayers.TCPIIP is normallyconsideredto be
a4-layersystemasshownin Figure2.1.
HOST A HOSTB
Application
Application
UserProcessesLayer
Layer
-+-Transport
TransportKernel
Layer
Internet
Layer
Link
Layer
CommunicationMedium
Figure2.1TCPIIP Layers.
Internet
Layer
Link
Layer
CommunicationMedium
Normally(in many implementations)the applicationlayer is a user process
whilethe lower threelayersare usually implementedin the kernel (the operating
system).Eachlayerhasoneor moreprotocolsfor communicatingwith its peeratthe
samelayer.
2.2.1ApplicationLayer
Theapplicationlayerhandlesthedetailsof a particularapplication.Thereare
twodifferentcategoriesof applicationlayer protocols;user protocols·that provide
servicedirectlyto users,andsupportprotocolsthatprovidecommonsystemfunctions.
Themostcommonuserprotocolsare:
• TELNET
• FTP (File TransferProtocol)
• SMTP (SimpleNetworkManagementProtocol)
• HTTP (HypertextTransferprotocol)
• NFS (NetworkFile System)
4
Therearemanyotherstandardiseduserprotocols.Supportprotocolsinclude:
• SNNIP(SimpleNetworkManagementProtocol)
• BOOTP (BootstrapProtocol)
• DNS (DomainNamesystem)
Similarly,therearemanyotherstandardisedsupportprotocols.
2.2.2TransportLayer
Transportlayerprovidesend-to-endcommunicationservicesfor applications.
Therearetwotransportprotocolsin TCP/IP:
• TCP (TransmissionControlProtocol)
• UDP (UserDatagramProtocol)
TCP is a reliableconnection-orientedtransportservicethatprovidesend-to-end
reliability,sequencingandflow control,whereasUDP is a connectionless(datagram)
transportservice.
2.2.3InternetLayer
All InternetransportprotocolsusetheInternetProtocol(IP) to carrydatafrom
sourcehostto destinationhost.IP is a connectionlessor datagramtypeinternetwork
service,providingno end-to-enddeliveryguarantees.IP only tries to forwardthe
datagramsto a next-hoprouteruntilthedestinationis reached.The layersaboveIP are
responsiblefor reliabledeliveryservicewhenit is required.IP includesprovisionsfor
addressing,routing,fragmentationandreassembly,type-of-servicespecification,and
securityinformation.
ICMP is a controlprotocolthatis consideredto be an integralpartof IP that
provideserrorreporting,congestionreportingandfirst-hoprouterredirection.IGMP
(InternetGroup ManagementProtocol) is used by hosts and routersthat support
multicasting.Like ICMP, IGMP is consideredasaninternalpartofIP.
2.2.4Link Layer
To communicateon its directlyconnectednetwork,a hostmustimplementhe
communicationprotocolusedto interfaceto thatnetwork.This is implementedin the
linklayer.Thelink layernormallyincludesa devicedriverin theoperatingsystemand
thecorrespondingnetworkinterfacecard(NIC) in thecomputer.Togethertheyhandle
allthehardwaredetailsof physicallyinterfacingwith thecommunicationmedium.
ARP (AddressResolutionProtocol)and RARP (ReverseAddressResolution
Protocol)areused in order to convertbetweenthe addressesused by IP and the
addressesu edby somelocalnetworkinterfacesuchasEthernetandtokenring.
5
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2.3 Encapsulation
Whenan applicationsendsdata,the data is sent down the protocolstack,
througheachlayer,until it is sentasa streamof bitsacrossthenetwork.Eachlayeradds
informationto thedataby prependingheadersto thedatathatit receives.Figure2.2
showsthisprocess.
User
Data
Appl. User
Header Data
TCP
Header
Application
Data
IP TCP Application
Header
Header Data
Ethernet
IPTCP ApplicationEthernet
Header
Header DataTrailer
14 TCP Segment
IP Datagram
EthernetFrame
Figure2.2Encapsulationof Application Data.
2.3.1TCP Segmentsand UDP Datagrams
~I
~I
~I
A segmentis theunit of end-to-endtransmissionin the TCP protocol,which
consistsofTCP headerfollowedby applicationdata.Similarly,anUDP datagramis the
unitof end-to-endtransmissionin the UDP protocol,and consistsof UDP header
followedbyapplicationdata.
Thetransportlayerprotocolsmustaddsometypeof identifierto thetransport
layerheaderto indicatetheapplicationto whichthedatabelongs.Both TCP andUDP
use16-bitsourceanddestinationportnumbersto identifyapplications.
2.3.2IP Datagrams
An IF datagramis theunit of end-to-endtransmissionin theIF protocol,which .
consistsof an IF headerfollowed by transportlayerdata (TCP segmentsor UDP
datagrams).
6
IP addsan 8-bit protocolfield to the IP headerthatit generates,in orderto
indicatetheprotocolto whichthedatabelongs.For example,a valueof 1 is for ICMP,
6forTep, and17forUDp3
2.3.3Frames
A frameis theunitof transmissionin a link layerprotocol,andconsistsof a link
layerheaderfollowedby anIF datagramor afragmentof anIF datagram.
Theremustbe someidentificationin the link layerheaderas well, indicating
whichinternetlayerprotocolgeneratedthedata.For example,Ethernetaddsa 16-bit
frametypefieldintheEthernetheader.
2.4DemuItiplexing
Whena link layerframeis receivedatthedestinationhost,it startsits wayup
theprotocolstackandall theheadersareremovedby theappropriateprotocolmodules.
Eachprotocolmodulelooks at certainidentifiersin its headerin orderto determine
whichmodulein thenextupperlayerprotocolreceivesthedata.This processis called
"demultiplexing".Figure2.3 showsthedemultiplexingprocessof a receivedEthernet
frame.
It shouldbenotedthatalthoughICMP andIGMP messagesareconsideredto be
atthesamelayeras IF, they are locatedaboveIF in Figure 2.3, since they are
encapsulatedin IF datagrams.Similarly,ARP andRARP arelocatedabovetheEthernet
devicedriverbecausetheybothhavetheirownEthernetframetypeslike IF datagrams4
2.5TheClient-ServerModel
Most Internetapplicationsarewrittenassumingthatonesideis clientandthe
othersideis server.The serverapplicationprovidessomedefinedservicesfor its
clients.Theserverapplicationwaitsfor a clientrequesto arrive,processtherequest
andsendtheresponsebackto theclient.
Alternativelytheservermaystarta newserverto handletheclient'srequestand
inthiscasemultipleclientscanbeservicedconcurrently.
2.5.1ExampleServices
Therearea numberof servicesassociatedwith TCP/IP andInternet.However,
TCP/IPdoesnotclearlydistinguishbetweena service,a protocolandaninterface5.For
example"TELNET" is a service,aprotocol,anda shellcommand(userinterface)atthe
sametime.
3 J. Postel,J. K. Reynolds,"AssignedNumbers",RFC 990,p. 1, 1986.
4 W. RichardStevens,TCP/IP Illustrated Volume1: The Protocols, ProfessionalComputingSeries,
AddisonWesley,p. 12,199-l.
5 A.S.Tanenbaum,ComputerNetworks,PrenticeHall, p. 39, 1996.
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Ethernet
Driver
IncomingFrame
Figure2.3DemultiplexingProcessof an EthernetFrame.
2.5.1.1SMTP
SMTP protocolis usedfor sendingand receIvmgelectronicmail. The user
interfaceto theSMTP is a useragent,of whichtherearea multitudeto choosefrom.
Popularuseragentsfor UNIX includeBerkeleyMail, Elm andPine. The exchangeof
mailusingTCP is performedby a messagetransferagent(MTA). The mostcommon
MTA for Unix systemsis Sendmail.Usersnormallydon'tdealwith MTA. It is the
responsibilityof thesystemadministratorto setupthelocalMT A.
2.5.1.2Telnet
Telnetis a standardprotocol,applicationandinterfacethatalmosteveryTCPIIP
implementationprovides.Insteadof havinga hardwiredterminalto eachhost,a user
canloginto onehostandthenremoteloginacrossthenetworksto anyotherhostthat
runsatelnetserver,providedthathe/shehasanaccountonthatmachine.
2.5.1.3FTP
FTP is a commonlyused protocol,applicationand interface,which is the
Internetstandardfor file transfer.FTP copiesa completefile from one systemto
anothervia connectednetworks.To useFTP, a userneedsan accountto login on an
FTPserver,oruseit witha serverthatallowsanonymouslogin.
8
2.5.1.4DNS
DNS, is a distributeddatabasethat is used by TCP/IF applicationsto map
betweenhostnamesandIP addresses.The termdistributedis usedbecauseeachsite
(universitydepartment,campus,company,or departmentwithin a company for
example)maintainsits own databaseof informationand runs a serverprogramthat
othersystemsacrosstheInternetcanquery.
2.5.1.5~~~
WWW (WorldWide Web) is thesupersetof FTP, gopher,WAIS (Wide Area
InformationServers),and other informationservicesusing the HTTP protocol.
NetscapeCommunicatorandMicrosoftInternetExplorerarethemostpopularWWW
clients.Generally,theclientcontactsa serverhost,sendsa queryor informationpointer
andreceivesaresponse.Theresponsemayeitherbea file to bedisplayedor it maybea
pointerorsetofpointersto someotherserver.
2.5.1.6BerkeleyR-Utilities
BerkeleyR-utilitiesemploya conceptof mutuallytrustinghosts.Examplesare
Rlogin(remotelogin)which providesa remotelogin facility andRsh (remoteshell)
whichprovidesforexecutingcommandsonaremotehost.
2.5.1.7NFS
NFS is apopularserviceandprotocolthatprovidestransparentremoteaccessto
sharedfiles acrossnetworks.The NFS protocol is designedto be portableacross
differentmachines,operatingsystems,networkarchitectures,andtransportprotocols.
Thisportabilityis achievedthroughtheuseof RemoteProcedureCall (RPC) primitives
builtontopof aneXternalDataRepresentation(XDR).
2.5.1.8X
The"X WindowSystem",or X, is thedominantwindowingsystemusedonthe
Internettoday.It usesthenetworkforcommunicationsbetweenapplicationsandtheI/O
devices(thescreen,themouse,etc.),whichallowstheapplicationsto resideondifferent
machines.Thisisthesourceof muchof thepowerof X.
2.5.2Port Numbers
As mentionedabove,everyapplicationis identifiedby a 16-bitport number.
Theserversarenormallyknown by their "well-known"port numbers.For example,
everyTCPIIP implementationthatprovidesanFTP serverprovidesthatserviceonport
21,andeveryTelnetserveris on port23.RPC serversdo notusewell-knownports,
insteadthereis aregistrarcalled"portmapper"thatkeepstrackof whichRPC programs
areusingwhichports.TheRPC portmapperlistensto itsclientsonport1116.
6 J. Postel,1.K. Reynolds,"AssignedNumbers",RFC 1340,p. 13,1992.
9
Thewell-knownportnumbersrangebetween1and1023,andtheyareassigned
by theIANA (InternetAssignedNumbersAuthority),and their currentpolicy is to
3.ssignbothTCP andUDP protocolswhenassigninga portnumber.
A clientapplicationdoesnotcarewhatportnumberit useson its end.Usually
theunderlyingoperatingsystemallocatesthe port numberson behalf of the client
applicationsaslongastheuserrunningtheclientneedsits service.Theseportnumbers
usuallyarebetween1024and5000.The port numbersabove5000are intendedfor
otherservices'thatarenotwell knownontheInternet.
10
Chapter3
AUTHENTICATION PROBLEMS IN IPv4
IP (InternetProtocol)residesattheinternetlayerof theTCPIIP suite.Therefore,
all informationcontainedin higher layerprotocolsis encapsulatedin IF datagrams
whileintransitin theInternet.Furthermore,IF handlesthedetailsof Internetaddressing
andmovingof informationbetweenInternethosts.It is worthfocusingonthisprotocol,
becausethedirectionof theinformationflow andaddressesare,together,relatedwith
oneofthemostimportantaspectsin computersecurity,whichis "authentication".
Thecurrentversionof IF is 4 andin thischaptera fatalauthenticationweakness
inso-calledIPv4will beintroduced.
3.1Background
Theoriginalspecificationfor IF is RFC791,which is alsothegeneralreference
forthissection1. This sectiongives a brief descriptionof the internetlayer from a
securitypointof view and most of the informationprovidedherewill be needed
throughoutthethesisfor thereasonsexplainedabove.
3.1.1IP FunctionDescription
IP providesfor transmittingblocks of datacalleddatagramsfrom sourcesto
destinations,where sourcesand destinationsare hosts identifiedby fixed length
addresses.IF alsoprovidesfor fragmentationandreassemblyof longdatagrams.
IP is a connectionlessprotocol.It doesnotmaintainanystateinformationabout
successivedatagrams.Each datagramis treatedas an independententityunrelatedto
anyotherinternetdatagram.Thereareno connectionsnor logicalcircuits,meaningthat
IP datagramsaygetdeliveredoutof ordersincetheymayfollow differentroutesuntil
theyreachtheirsamedestination.IF doesnotprovideeithera reliablecommunication
facility.Thereis no guaranteethatan IF datagramsuccessfullygets its destination.
Thereisnoerrorcontrolof data,onlyaheaderchecksum.Whensomethingoeswrong,
IP simplythrowsawaythedatagramandtriesto sendanICMP errormessagebackto
thesource.
As a result, IF only implementstwo basic functions: addressingand
fragmentation.Thissectionfocusesonthebasicoperationof theIF intheseareas.
3.1.1.1IP Addressing
IP provideseveryInternethostwith fixed lengthInternetaddressesof 32 bits.
These32-bitaddressesarenormallywrittenasfourdecimalnumbers,onefor eachbyte
oftheaddress.This is calleddotted-decimalnotation.Insteadof usinga flat address
space,thereis a structureto Internetaddresses.An addressbeginswith a network
numberfollowedby a local address.As shownin Figure 3.1, therearefive different
1 1.Postel,"InternetProtocol",RFC 791,1981.
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classesof IP addresses:class-A throughclassE. ClassD addressesareusedfor IP
multicasting,whileclassE addressesarereservedfor experimentaluse2.
7 bits 24bits
ClassA
~netill hostill
14bits
16bi s
ClassB
netill host ll
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8 bit
ClassC
[i]JJI1 netillhostill
28bits
ClassD
multicastgroupill
7 bits
ClassE
(reservedfo f tureuse)
Figure3.1lP AddressClasses.
3.1.1.1.1SubnetAddressing
All hostsarerequiredto supportsubnetaddressing3.In thisaddressingmethod,
thenetworkpartof the IP addressis dividedinto a numberof subnets.Figure 3.2
examplifiesthesubnettingprocedureof a classB address.
14bits 8 bits 8 bits
ClassB ~~ ne_t,_ill s_u_bn_e_t_ill h_o_st_ill _
Figure3.2SubnettingProcedureof a ClassB IP Address.
ThisschememakessensebecauseclassA andclassB addresseshavetoomany
bitsin theirhostillfield.Generally,it is notnecessaryto attachthatmanyhostson a
singlenetwork.Ratherit is dividedintoanumberof subnetswiththeirownrouters.
Themostimportantadvantageof subnettingis thatit hidesthedetailsof internal
networkorganizationto externalrouters.For example,usinga singleclassB address
with32subnetsinsteadof32 classC addressesreducesthesizeof theInternet'srouting
tables.
To supportsubnets,it is necessaryfor anInternethostto storeonemore32-bit
quantity,calledaddressmaskor subnetmask4.This is a bit-maskwith bits setin the
2 W.R. Stevens,TCPIIP lIlustratedVolumeJ: TheProtocols,ProfessionalComputingSeries,Addison
Wesley,pp.7-8,1994.
31.Mogul,1.Postel,"InternetStandardSubnettingProcedure",RFC 950,1985.
4 ibid,p. 4.
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tieldscorrespondingtotheIF networknumber,andadditionalbitssetcorrespondingto
thesubnetnumberfield.This is shownin Figure3.3.
ClassB
16bits
netID
8 bits
subnetill
8 bits
hostill
Mask : 1 1 1 1 1 1 1 1
Figure3.3SubnetMask.
1 1 1 1 111111 o 0 0 0 0 0 0 0
Given its own IF addressand its subnetmask,a hostcan determineif an IF
datagramis destinedfor:
• a hostonitsownsubnet
• ahostona differentsubnetonitsownnetwork
• a hostona differentnetwork
IF makesthenecessarycomparisonsin ordertomakeroutingdecisions.
3.1.1.1.2BroadcastAddresses
Broadcastaddressesareusedwhena hostneedsto senda datagramdestinedfor
allhostson a givennetwork.For example,duringits configurationprocess,a hostthat
doesnotknowits subnetmaskor .IFaddress,maybroadcasta datagramdestinedfor all
hostsonitslocalnetwork.Therearefourtypesof broadcastaddresses.Theseareshown
inTable3.1.
Table 3.1BroadcastAddresses.
NetID SubnetIDhostillDescription
255
255Limitedbroadcast
netID
,
255N t-dir ctedbroadcasttID25Subn t-directedbroadcast25 5All-subne sdirectedbro dcast
A datagramdestinedfor limitedbroadcastaddresseswill be receivedby every
hostontheconnectedphysicalnetwork.LimitedbroadcastsMUST NOT beforwarded
- 6
by anyrouter)'.
Net-directedbroadcastsaredestinedfor all hostson a givennetwork.A router
MUST forward a net-directedbroadcastby default, but it MAY also have a
configurationptiontodisablethisforwarding7.
5 InRFCs 1122and1812,thecapitalizedwordsMUST. SHOULD andMAY areusedsynon:.mouslyto
mean"required",'-recommended"and"optional".respectively.
(,F. Baker."Requirementsfor IP Version~Routers",RFC 1812.p. 93. 1995.
- ibid. pp. 93-n
13
Subnet-directedbroadcastsaredestinedfor all hoston thespecifiedsubnet.In a
CIDR (ClasslessInterDomainRouting)domaintheseareindistinguishablefrom net-
directedbroadcast.Thereforethetwoaretreatedtogether8
All-subnets-directedbroadcast is obselete9. Stevens recommendsusmg
multicastinginsteadof all-subnets-directedbroadcasts10.
Broadcastingsuffersfromtheprocessingloadthatis placesonhoststhatarenot
interestedinthebroadcasts.The intentof multicastingis toovercomethisproblem.
3.1.1.1.3SpecialAddresses
TheotherspecialIP addresessarelistedin Table3.2.
Table3.2SpecialIP Addresses.
netID subnetIDhostIDDescription
127
AnyLo pback
0
0T is host thisnetworkHostSpe ifiedhostonthisnetwork
Theloopbackaddresssupportsa "loopbackinterface"thatallowsa clientana
serveronthesamehostto communicateachotherusingTCP/IP. The ClassA netID
127isreservedfor theloopbackinterface.Addressesof this formMUST NOT appear
outsideahost11.
An addresswith netID=hostID=Omeans"this host on this network".This
MUST NOT be sentby anyrouteror host,exceptas a sourceaddressas partof an
initializationprocedureI2,13.
An addresswith netID=O,with a specifichostIDmeans"specifiedhoston this
network".ThesamerulesapplytothistypeofaddressesI4,15.
3.1.1.1.4PrivateAddressSpace
Threeblocksof theIP addresspacewereallocatedfor privateinternets.Table3
liststheseaddresses.
8 F.Baker,"Requirementsfor IP Version4 Routers",RFC 1812,p. 94,1995.
9 ibid.p. 94.
10W.R. Stevens,TCPIIP IllustratedVolume1: TheProtocols,ProfessionalComputingSeries,Addison
Wesley,p. 172.
11 F.Baker,"Requirementsfor IP Version4 Routers",RFC 1812,p. 48, 1995.
12ibid,p. 47.
13R.Braden."Requirementsfor InternetHosts- CommunicationLayers",RFC 1122,p. 30, 1989.
14 ibid.p. 47.
15 ibid.p. 30.
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Table 3.3PrivateAddresses.
Block Prefix
10.0.0.0-10.255.255.255
10/8
72.16.0. 0-172.31.255.255
72.16/12
9 8.0.0-192 168 .255
9 8/16
-Thefirstblock is referredto as''24bitblock",thesecondas ''20bit block"and
thethirdas "26 bit block". The first is a singleclassA networknumber,while the
secondis a setof 16contiguousclassB networknumbersandthethird is a setof 256
classC networknumbers16.
Theseaddressesdonotappearoutsidetheprivatenetworks.
3.1.1.2IP Fragmentation
Mosttypesof networkshaveanupperlimit on thenumberof bytesof datathat
canbetransmitted.This limit is calledthemaximumtransmissionunit or MTD. An IP
datagramis fragmented,wheneverit musttraverseanetworkwitha smallerMTD.
To assemblethefragmentsof a datagram,thedestinationhostIP combinesthe
datagramsthatallhavethesamevaluefor thefourfieldsintheIP header:identification,
source,destinationandprotocol.The combinationis doneby concerningthe relative
positionof a fragmentindicatedby the fragmentoffsetfield. The first fragmentwill
havethefragmentoffsetzero,andthelastfragmentwill havethemore-fragmentsflag
resettozero.
3.1.2IP Header
IP headercontainsthefollowingfields:
• Version(4 bits): versionfield, which indicatesthe formatof the internet
header.Thecurrentprotocolversionis 4, soIP is sometimescalledIPv4.
• lliL (4 bits):Internetheaderlength.
• Typeof Service(8bits):typeof service.
• TotalLength(16bits)lengthof thedatagram.
• Identification(16 bits): identifyingvalueassignedby the senderto aid in
assemblingthefragmentsof adatagram.
• Flags:
DF: 0=MayFragment,1=Don'tFragment.
MF: 0=LastFragment,1=MoreFragments.
16B.Moskowitz,D. Karrenberg,G. deGroot,E. Lear,"AddressAllocationfor PrivateIntemets",RFC
1918,p. 4,1996.
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• FragmentOffset (13 bits): fragmentoffset field indicatingwhere In the
datagramthisfragmentbelongs.
• TTL (8bits):timeto livefield.
• Protocol(8 bits):protocolfield indicatingthenextlevelprotocolusedin the
dataportionof thedatagram.
• HeaderChecksum(16bits):IP headerchecksum.
• SourceAddress(32bits):sourceIP address.
• DestinationAddress(32bits):destinationIP address.
• Options:A variablelengthlistof optionalinformationfor thedatagram.
3.1.3TTL ofanIP Datagram
In ordertodiscardundeliverabledatagrams,andto boundthemaximumlifetime
ofadatagram,IP definesa TTL valuefor eachIP datagramthatis themaximumtime
thedatagramis allowedto remainin theInternet.If this field containsthevaluezero,
thenthe datagrammust be destroyed.This field is modified in internetheader
processing.Thetime is measuredin units of seconds,but sinceeverymodulethat
processesa datagrammustdecreasethe TTL by at leastone evenif it processthe
datagramin lessthana second,theTTL mustbethoughtof onlyasanupperboundon
thetimeadatagram ayexist.
3.1.4IP Routing
Datagramsaretransmittedto theirdestinationsusing packet-switchingnodes
calledrouters(or gateways).Routerson the pathconnectingtwo partiesattemptto
forwardthedatagramsuntilthedestinationis reached.Theselectionof thepathis called
"routing".
IP routingis simple.If thedestinationis on a directlyconnectednetwork,then
theIP datagramis sentdirectlyto the destination.Otherwise,the host sendsthe
datagramto arouteron thedirectlyconnectednetworkandletstherouterdeliverthe
datagramtoitsdestination.
3.1.4.1Local/RemoteDecision
To decideif thedestinationis on a directlyconnectednetwork,the following
algorithmisusedbythesendinghostl?:
If thedestinationIP addressbitsextractedby theaddress
maskmatchthe sourceIP addressbits extractedby the
samemask,thenthedestinationis on thecorresponding
connectednetwork.
I'R.Braden,"Requirementsfor InternetHosts- CommunicationLayers",RFC 1122,p. 47, 1989.
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If not,thenthedestinationis accessibleonlythrougha
router.
3.1.4.2Router Selection
IP employsa routingtablethatit searcheswheneverit receivesanoutboundIP
datagram.Eachentryin a routingtableprovidesthenecessaryinformationaboutthe
appropriaterouterto agivendestination.
IP performsthreestepswhenit searchesitsroutingtable:
1. Searchtheroutingtablefor anentrythatmatchesthecompletedestination
address(matchingnetworkID andhostID).
2. Searchthe routingtable for an entry that matchesjust the destination
networkID. All the hostson thedestinationnetworkcanbe handledwith
thissingleroutingtableentry.
3. Searchfor anentrylabelled"default".
If noneof the stepsworks,thedatagramis consideredto be undeliverable.In
thissituation,anICMP errormessageis sentback.
3.1.4.3StaticandDynamicRouting
Whenthe networkis small and thereis a single connectionpoint to other
networks,theroutingtableentriesaresimplycreatedby a systemadministrator.In this
situationthe routesare called staticandthe routingpolicy is referredto as "static
routing".
"Dynamicrouting"occurswhentherouterstalk to adjacentrouters,informing
eachotheraboutwhich networkseachrouteris currentlyconnectedto. The routing
tablentriesareupdatedaccordingtothisinformation.
The routerscommunicateusing a routing protocol such as RIP (Routing
InformationProtocol),EGP (ExteriorGatewayProtocol),etc.
3.1.5InterestingIP Options
As mentionedabove,IP providesa numberof optionalfields,howevertheyare
notcommonlyused.This sectionfocusesonlyon securityandhandlingrestrictions,and
strictandloosesourceroutingoptions.
3.1.5.1SecurityandHandling Restrictions
This optionprovidesfor labelingeach datagramwith the sensItIvItyof the
informationit contains.The labelsincludebotha hierarchicalcomponent(Secret,Top
secret,etc.) and an optional category:nuclear weapons,cryptography,hammer
procurement,e c.
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The labelsindicatethe securitylevel of the ultimatesendingand recelvmg
entities.An entitiymaynotwriteto a mediumwitha lowersecuritylevel,becausethat
wouldallowdisclosureof confidentialinformation.For obviousreasons,it maynot
readfromamediumcontaininginformationmorehighlyclassified.Thecombinationof
thesetworestrictionswill usuallydictatethatthesendingandreceivingentitiesbeatthe
exactsamelevel18.
3.1.5.2SourceRouting
Thesourceroutingoptionprovidesa meansfor thesourceof anIP datagramto
supplyroutinginformationto beusedby theroutersin forwardingthedatagramto the
destination,andto recordtherouteinformation.Therearetwo differentsourcerouting
options:
• Loosesourcerouting:The senderspecifiesa list of IP addressesthatthe
datagram usttraverse,butthedatagramcanalsopassthroughotherrouters
betweenanytwoaddressesinthelist.
• Strict sourcerouting: The senderspecifiesthe exact path that the IP
datagram ustfollow. If a routerencountersa nexthopin thesourceroute
thatisn'tona directlyconnectednetwork,anICMP sourceroutefailederror
isreturned.
3.2SourceIP AddressForgery
An importantpoint to note is that IP does not provideany authentication
mechanism.Thesecurityandhandlingrestrictionprovisionsmentionedabovefall intoa
differentperspectiveof informationsecurity,which is "mandatoryaccesscontrol".
Theseareprimarilyusedby militarysitesl9.
Inthissectionthepotentialriskscausedby thisauthenticationweaknessandthe
actionofforgingsourceIP addresseswill beintroduced.
3.2.1Description
Theweaknessin IP is thata sourcehostitselffills thesourceaddressfield in the
headerof anoutboundIP datagram.In theory,anyhostcantransmitan IP datagram
withanysourceaddress20.Severalimplementationsdoesallowprivilegedusersto send
suchdatagrams.However,anattackermayalsobypasstheoperatingsystemby directly
injectingpacketstothephysicalnetwork21.
Theactionof sendingIP datagramswith forgedsourceaddressesis referredto
as"IPspoofing".Althoughtheterm"IP Spoofing"is primarilyusedfor describingfake
Tepconnections,it shouldbeconsideredasaninternetlayerattackindependentof any
18 W. R. Cheswick,S. M. Bellovin, FirewallsandInternetSecurity:Repellingthe Wily Hacker,
ProfessionalComputingSeries,AddisonWesley,pp.21-22,1994.
19ibid,p.22.
:0 R. 1. Morris, "A Weaknesin the 4.2BSD Unix TCP/IP Software", AT&T Bell Laboratories,
CompulingScienceTechnicalReportNo. 117,p.l, 1985.
:1 ibid,p. 1.
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otherprotocolsencapsulatedwithinIP datagrams.For example,thesametechniquemay
beusedtoforgeUDP andICMP trafficsaswell.
3.2.2Impact
Thereis no guaranteethata datagramwas actuallysentfrom a given source
address22.Hereinliesmostof thethreatagainstheintegrity,availability,andsecrecyof
today'sInternetassets.Theattackersmaygainunauthorisedaccessesto thetargetsites
or launchseveraldenial-of-serviceattacksin order to intenupt the availabilityof
Internetservices.
It shouldbealsonotedthatthereexistsneitheranyprovisionto discoverthetrue
originof a datagram23.Therefore,in manycases,logging such activitieswill be
meaningless.
Anotherimportantpointto noteis thatwhencombinedwithnetworkmonitoring
attacksthisweaknessmayposemoreseriousproblems.Network monitoringattacks
willbedescribedin Chapter7.
3.2.3.1Unauthorized Access
IntheInternetworld,thereexistseveralsituationswhereauthorizationdecisions
aremaderegardingthe IP addresses(or names,which are obtainedagain from IP
addresses)of clients.Usually, a list of trustedclient addressesis maintainedand
controlledwhenevera givenclientdemandsfor access.At theapplicationlayerthere
areatleasthreemajorserviceswhich employsuchschemes:BerkeleyR-utilities,X
andNFS.SeveralsecuritysystemssuchasTCP wrappersandFirewallsarealsobased
onIPaddresses.
Therefore,by impersonatingthetrustedclients,sourceaddressspoofingattacks
maybeusedto gainunauthorizedaccessto theInternetservicesor passthroughmal
configuredFirewalls,whichemployIP addressbasedaccesscontrol.
Animportantpointtonotehere,is thatin orderto succeedin thiskindof attacks
anattackermayor maynot haveto be ableto monitorthe traffic generatedby the
target.Thisdependson severalconditions,which will be studiedin the following
chapters.However,theabilityof forgingsourceIP addressesis alwaysof considerable
advantagetotheattacker.
3.2.3.2Denialof Service Attacks
Asnotedabove,theeaseof forgingsourceIP addressesmakesthediscoveryof
thetrueoriginof anattackerdifficult.From anattacker'spointof view, this situation
reducestherisk of beinglocatedby any systemadministrator.Therefore,sourceIP
addressforgerytechniquesareusefulwhenlaunchingdenial-of-serviceattacks.
n R. T. Morris,"A Weaknesin the 4.2BSD Unix TCPIIP Software", AT&T Bell Laboratories,
ComputingScienc~TechnicalReportNo. 117,p.l, 1985.
23 ibid,p.l.
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Chapter4
TCP UNRELIABILITIES
TCP (TransmissionControlProtocol)is theconnectionorientedtransportlayer
protocolftheTCP/IP suite,designedto providea reliablelogicalcircuitbetweenpairs
of applicationsin hostsattachedto the Internet.TCP assumesthat it can obtainan
unreliabledatagramservicefrom lower levelprotocols:In theInternet,this serviceis
providedbyIP.
In this chapter,SYN-flooding, sequencenumberguessingand connection
hijackingattackswhichexploittheauthenticationweaknessof IP will be describedin
detail.
4.1Background
Thissectioninvolvesabriefdescriptionof TCP operationfroma securitypoint
ofview.Thegeneralreferencefor this sectionif RFC793,theoriginalspecificationof
TCpl.
4.1.1TCP FunctionDescription
Asnotedabove,theprimarypurposeof TCP is to providea reliableconnection
serviceontopof a lessreliableinternetcommunicationsystem.For this,TCP supports
facilitiesin thefollowingareas:reliability,flow control,multiplexingandconnections.
Inthissection,thebasicoperationof theTCP in eachof theseareaswill beoutlined.
4.1.1.1Reliability
TCPmustrecoverfromdatathatis damaged,lost,duplicatedor deliveredoutof
orderintheInternet.This is achievedby assigninga sequencenumberto eachbyte
transmitted,andrequiringa positiveacknowledgmentfromthereceivingTCP. If the
acknowledgmentis otreceivedwithinatimeoutinterval,thedatais retransmitted.
Atthereceiver,thesequencenumbersareusedto correctlyordersegmentsthat
maybereceivedoutof orderandto eliminateduplicates.Damageis handledby adding
a checksumto eachsegmentransmitted,checkingat the receiver,and discarding
damagedsegments.
4.1.1.2FlowControl
TCPprovidesa meansfor thereceiverto governtheamountof datasentby the
sender.This is achievedby returninga "window" with every acknowledgment
indicatingarangeofacceptablesequencenumbersbeyondthelastsegmentsuccessfully
received.Thewindowindicatesan allowed numberof bytesthat the sendermay
transmitbeforereceivingfurtherpermission.
I J. Postel,"TransmissionControlProtocol",RFC 793,1981.
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4.1.1.3Multiplexing
To allow many applicationswithin a single host to use TCP services
simultaneously,TCP providesa setof portswithineachhost.Thecombinationof anIP
addressandaportnumberis calleda "socket".
Binding of ports to applicationsis handledindependentlyby each host.
However,somefrequentlyusedservicesaregenerallyattachedto fixedportnumbers
called"well-known"ports.Theseservicescanbeaccessedthroughtheirknownsockets.
4.1.1.4Connections
In orderto supporthereliabilityandflow control,TCP initializesandmaintains
certainstatusinformationfor eachdatastream.The combinationof this information
includingsockets,sequencenumbers,andwindowsizes,is calledaconnection.
A pairof socket(4 tupleconsistingof theclientIP address,clientportnumber,
serverIP addressandserverport number)specifiesthe two endpointsthatuniquely
identifieseachTCP connectionin theInternet.A local socketmayparticipatein many
connectionsto differentforeignsockets.A connectioncanbeusedto carrydatain both
directions,thatis, it is full duplex.
4.1.2TCP Header
TheTCP headerfieldsare:
• Sourceport(16bits):sourceportnumber
• Destinationport(16bits):destinationportnumber
• Sequencenumber(32bits):thesequencenumberof thefirstdatabytein the
segment.The initialsequencenumber(ISN) if SYN controlbit is set.
• Acknowledgmentnumber(32 bits):If theACK controlbit is setthis field
containsthevalueof thenextsequencenumberthesenderof thesegmentis
expectingto receive.
• Dataoffset(4bits):offsetof thedatain thesegment
• Controlbits
URG: Urgentpointer
ACK: Acknowledgment
PSH: Pushfunction
SYN: Synchronizesequencenumbers
RST: Resettheconnection
FIN: No moredatafromthesender
• Window(16bits):windowsizeof thesender
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• Checksum(16bits):checksumof theheaderanddata
• UrgentPointer(16bits):urgentpointer
• Options:A variablelengthofTCP options
4.1.3TCP States
A TCP connectionprogressesthrougha seriesof stateduringits lifetime.The
statesare:LISTEN, SYN-SENT, SYN-RECEIVED, ESTABLISHED, FIN-WAlT-I,
FIN-WAIT-2,CLOSE-WAlT, LAST-ACK, TIME-WAlT and CLOSED. CLOSED
stateis fictionalbecauseit representsa statewhenthereis no connection.Briefly the
meaningsofthestatesare:
• LISTEN: Waitingfor a connectionrequestfromanyremoteTCP.
• SYN-SENT: Waitingfor a matchingconnectionrequestafterhavingsenta
connectionrequest.
• SYN-RECEIVED: Waiting for a confirming connection request
acknowledgmentafterhavingbothreceivedandsentaconnectionrequest.
• ESTABLISHED: Representsan open connection,data receivedcan be
deliveredto theuser.The normalstatefor the datatransferphaseof the
connection.
• FIN-WAlT-I: Waitingfor a connectionterminationrequestfromtheremote
TCP, or an acknowledgmentof the connectionterminationrequest
previouslysent.
• FIN-WAlT-2: Waitingfor a connectionterminationrequestfromtheremote
TCP.
• CLOSE-WAlT: Waitingfor a connectionterminationrequestfromthelocal
user.
• CLOSING: Waitingfor a connectionterminationrequestacknowledgment
fromtheremoteTCP.
• LAST-ACK: Waitingfor anacknowledgmentof theconnectiontermination
requestpreviously sent to the remote TCP (which includes an
acknowledgmentof itsconnectionterminationrequest).
A TCP connectionprogressesfromonestateto anotheron responseto several
events.Theeventsareusercalls: OPEN, SEND, RECEIVE, CLOSE, ABORT and
STATUS;andtheincomingsegmentscontaining:SYN, ACK, RST andFIN flags.
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4.1.4TCP ConnectionEstablishmentand Termination
Whentwo applicationswish to communicate,theirTCPs mustfirstestablisha
connectionin order to initialize the statusinformationon each side. When their
communicationis complete,theconnectionis terminatedto freetheresourcesfor other
uses.
4.1.4.1ConnectionEstablishment
For a connectionto be established,the two TCPs mustsynchronizeon each
other'ssequencenumbers.This is done by exchangingconnectionestablishing
segmentscarryinga SYN controlbit andinitialsequencenumbers.Thesynchronization
requireseachsideto sendit'sown ISN andto receivea acknowledgmentof it fromthe
otherside. Each side must also receive the other side's ISN and send an
acknowledgment.This is illustratedin Figure4.1.
CLIENT (C)
SYN-SENT
SYN (ISNc)
SERVER(S)
LISTEN
SYN-RECEIVED
SYN (ISNs), ACK (ISNc+1)
ESTABLISHED
ACK (ISNs +1)
ESTABLISHED
Figure4.1TCP 3-Way Handshake.
A three-wayhandshakeis necessarybecausethe client and serversequence
numbersarenottiedto a globalclock in thenetwork,andTCPs mayhavedifferent
mechanismsforpickingtheISNs. The serverwhichreceivesthefirst SYN hasno way
ofknowingwhetherthe segmentis an old delayedor not, andthus it mustask the
sendertoverifythisSYN.
4.1.4.2ConnectionTermination
Closinga connectionis an operationmeaning"I haveno moredatato send."
Whileit takesthreesegmentsto establisha connection,it takesfour to terminatea
connection.Sincea TCP connectionis full-duplex,eachdirectionmustbe shutdown
independently.
Whenoneendof a connectionhasnomoredatato sendit sendsa FIN segment.
It isnormallytheclientthatdetermineswhena connectionshouldbeterminated.The
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receiptof aFIN onlymeanstherewill benomoredataflowingin thatdirection.A TCP
canstillsenddataafterreceivingaFIN. Theterminationprocedureof a full duplexTCP
connectionis illustratedin Figure4.2.
TheTIME-WAIT stateis necessaryfor thefull-duplexreliableclosehandshake
ofTCP. This letsTCP resendthefinal acknowledgmentin caseit is lost.This stateis
alsocalled2MSL (MaximumSegmentLifetime).
Actually,thetimeto delaythefinalclosestepdependsontheround-triptimeof
thepathinsteadof MSL 2.
Section4.1.6.2givesadditionalinformationon theMSL andtheTIME-WAIT
state.
CLIENT (C)
FIN-WAIT-l
FIN-WAIT-2
TIME-WAIT
FIN (M)
ACK (M+l)
FIN (N)
ACK(N+l)
SERVER(S)
ESTABLISHED
CLOSE-WAlT
LAST-ACK
CLOSED
Figure4.2TCP ConnectionTermination.
4.1.4.3Half-openConnections
An establishedconnectionis referredto as"half-open"if oneof theTCPs has
closedorabortedtheconnectionatitsendwithouttheknowledgeof theother,or if two
endsbecomed synchronized.
TCP expectsthe half-openconnectionsto be unusualand doesnot involvea
completer coveryprocedure.
~
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4.1.4.4ResetGenerationandProcessing
TCP sendsa RST (reset)segmentwhenevera segmentarrivesthatdoesnot
appearcorrectfor thereferencedconnection.
In all statesexceptSYN-SENT, all RST segmentsarevalidatedby checking
theirsequencenumbers.A resetis validif its sequencenumberis in thewindow.In the
SYN-SENTstate(aRST receivedin responseto aninitialSYN), theRST is acceptable
iftheACK fieldacknowledgestheSYN.
Thereceiverof aRST firstvalidatesit, thenchangestate.If thereceiverwasin
theLISTEN state,it ignoresit. If thereceiverwas in the SYN-RECEIVED stateand
hadpreviouslybeenin theLISTEN state,thenthereceiverreturnsto theLISTEN state,
otherwisethe receiverabortsthe connectionand goesto the CLOSED state.If the
receiverwasin anyotherstate,it abortstheconnectionandadvisestheuserandgoesto
theCLOSEDstate.
4.1.5Round-TripTime Estimation
Dynamicallyestimatingthe round-triptime (RTT), the intervalbetweenthe
sendingofapacketandthereceiptof itsacknowledgment,is akeyfunctionin TCP. As
notedaboveif a packetremainsunacknowledgedfor two long,it is assumedto have
beenlostandmustberetransmitted.Estimatedround-triptimesareusedto determine
theRIO value(retransmissiontimeout).
4.1.5.1RFC 793RRT EstimationAlgorithm
Fundamentalto TCP RTT estimationalgorithmis the measurementof RTTs
experiencedon a given connection.TCP attemptsto trackthe changesin RTT by
updatinganestimateof theaverageRTT accordinglyto thesemeasurements.Jacobson
detailsthedescriptionof theTCP RTT estimationalgorithmasfollows3:
Givena new measurementm of the RTT ,TCP updatesan estimateof the
averageRTT aby,
a~(l-g)a+gm
whereg isagain(O<g<l)thatshouldberelatedto signal-to-noiseratio(orequivalently,
variance)of m. Rearrangedto collect the termsmultipliedby g, the expression
becomes,
a ~ a+ gem-a)
wherea isthepredictionof thenextmeasurement,m-a is theerrorin thatprediction.
Theabove xpressionstatesthata newpredictionis basedon theold predictionplus
somefractionoftheerrorin thatprediction.
)V.Jacobson,"CongestionAvoidanceandControl",Proceedingsof SIGCOMM '88,p. 17,1988.
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Thepredictionerroris thesumof twocomponents:
1. Error dueto noisein themeasurement(random,unpredictableffectslike
fluctuationsin competingnetworktraffic).
2. Errorduetoabadchoiceofa.
CallingtherandomerrorEr andtheestimationerrorEe, theexpressionbecomes,
ThetermgEe givesa valuein therightdirectionwhile gEr givesa valuein a
randomdirection.Overa numberof samples,therandomvaluescanceleachotherout
sothatthealgorithmtendsto convergetothecorrectaverage.It shouldbenotedthata
willoscillaterandomlyaroundthetrueaverageandthestandardeviationof a will beg
sdev(m)anda will convergeto theaverageexponentiallywith the timeconstantl/g.
Thus,asmallerg givesamorestablea attheexpenseof takingmuchlongertimeto get
thetrueaverage.Typicalgainchoicesare0.1-0.2 inTCP implementations4.
4.1.5.2Extensions
AlthoughTCP performanceissuesarenotdiscussedhere,it is worthmentioning
severalextensionstotheRFC 793ruleforbetterRTT estimation.
Mills observedthatRTTs wereroughlyPossiondistributed,howeverwithbrief
periodsof highdelay5.Duringtheseperiods,hefoundthatTCP algorithmoftendidnot
adaptquicklyenough,causingunnecessaryretransmissionswhichaddedto thenetwork
load.As aresulthesuggesteda largerg whena <m,allowinga to adaptmorequickly
tosuddeni creasesin networkdelay.
Jacobsondetailedthesolutionby calculatingtheRTO basedon bothmeanand
meandeviationwhichprovidesbetterresponseto widefluctuationsintheRTTs6.
4.1.6InitialSequenceNumberSelection
TCP employsa clockdrivenISN selectionmechanism.Duringthedevelopment
ofTep, agreatdealof effortwasadoptedto theproblemof ISN selection.However,
thesolutiondependedon severalfactorsconcerningthereliabilityof theprotocol.In
thissectionthereasonsbehindTCP ISN selectionschemewill beanalyzedin detail.
4.1.6.1DuplicateSegments
TCP placesno restrictionon a particularconnectionbeingusedoverandover
again.Instancesof aconnectionarereferredto as"incarnations"of thatconnection.The
problemthatarisesfromthis is "how doestheTCP identifyduplicatesegmentsfrom
previousincarnationsof theconnection7"
4 V. Jacobson,"CongestionAvoidanceandControl",Proceedingsof SIGCOMM '88,p. 17,1988.
5 D.L. Mills,"InternetDelayExperiments",RFC 889,p. 10,1983.
6 V.Jacobson,"CongestionAvoidanceandControl",Proceedingsof SIGCOMM '88, 1988.
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Duplicationsof sequencenumbersmighthappenin eitherof twosituations:
1. A terminatedconnectionis immediatelyreopened.
2. A connectionbreakswith lossmemory(dueto ahostcrash).
Duplicatesegmentsandmaycauseconfusionatthereceiverasto whichdatais
newandwhichisold.
The handlingof the duplicatesegmentsdependson the upperboundof the
lifetimeof a segment.TCP assumesa "MaximumSegmentLifetime"orMSL for every
segment.In TCPIIP theMSL boundis enforcedby an IP mechanism,the "Time to
Live"orTTL field.
4.1.6.2ProtectionagainstDuplicateSegments
TCP combinesthreemechanismsin orderto avoidduplicatesegments.This
sectionfocusesonthesemechanisms.
4.1.6.2.1TIME-WAIT State
As notedabove,oneendof a closedconnectionis left in a "busy"state,known
asthe"TIME-WAIT" state,foratimeof 2MSL. Anothereffectof thiswait is thatwhile
theTCP connectionis in the2MSL wait,thesocketpairdefiningthatconnectioncannot
bereused.Thatconnectioncan be usedwhenthe2MSL wait is over. Any delayed
segmentsthatarrivefor a connectionwhileit is in the2MSL waitwill bediscarded.
4.1.6.2.2QuiteTime
TheTIME-WAIT stateprovidesprotectionagainstdelayedsegmentsfrom an
earlierincarnationof a connectionfrombeinginterpretedaspartof a newconnection.
However,thisworksonly if a hostwithconnectionsin theTIME- WAIT statedoesnot
crash.To protectagainsthissituation,TCP doesnotcreateanyconnectionsfor MSL
secondsafterrebooting.This is called"QuiteTime".
4.1.6.2.3ClockDriven ISN Selection
AlthoughtheTIME-WAIT and"QuiteTime"mechanismstogetherarelogically
sufficiento protectagainst duplicatesegments,a clock driven ISN selection
mechanismgivesadditionalassurancefor a hostthathas set its MSL too small (it
shouldbenotedthattheMSL is looselydefinedandevenmorelooselyimplementedin
theInternet,heTCP specificationonlyassumesavalueof 120secondsfor MSLt
Jacobsonexplainstheclockdrivenschemeasfollows8:
ISN= (integer(R.t))mod232
wheret isthecurrentimerelativeto anarbitraryorigin,andR is a constant.R is chosen
sothatISN will advancefasterthansequencenumbers.TCP proposesR=250KBps so.
1V. Jacobson,R Braden,L. Zhang,"TCP ExtensionforHigh-SpeedPaths",RFC 1185,p. 19,1990.
8 ibid.p. 15.
27
thatheISH valuewill cycleevery232/250Kbps=4.55hours.In otherwords,the32-bit
ISN valueshouldbe incrementedby oneevery4 microseconds(l/R). Then,TCP will
operater liablywithoutanyMSL basedmechanismsinthefollowingrestricted omain:
• Totaldatasentlessthan232bytes,and
• Effectivesustainedratelessthan250Kbps,and
• Connectiondurationlessthan4.55hours.
Jacobsonstatesthatmajorityof TCP usagefalls intothis restricteddomainand
thethirdcomponentisthemostcommonlyviolated(in 1990)9.
4.2SYN-F1oodingAttack
This section describesa potentialdenial of service attack targetingthe
availabilityof publicTCP services uchasSMTP, HTTP andFTP, etc.
4.2.1TheBacklogQueue
TCP serversareconcurrent.A TCP serverstartsa newprocessto handleeach
clientthereforethe listeningserver is always ready to handle the next coming
connectionrequest.However,thereis still a chancethatmultipleconnectionrequests
arrivewhile the serverstartsa new process.In order to handlethese incoming
connectionrequestswhilethelisteningapplicationis busy,TCP employsa fixedlength
queuefortheconnectionsthathavenotbeenacceptedby theserverapplication.This is
referredto asthe"backlogqueue".However,thereis anupperlimit to thenumberof
connectionrequestswaiting in this queue.This limit is specifiedby the listening
application10.
When a new connectionrequest arrives (i.e., a SYN segment),TCP
acknowledgesthis if thereis roomfor thisnew connectionon therequestedservice's
queue.Howeverit shouldbe notedthattheserverapplicationwill not seethesenew
connectionu tilthethirdsegmentof the3-wayhandshakeis received11. If thereis no
roomontherequestedservice'squeue,TCP ignoresthereceivedSYN packetanddoes
notrespondwitha RST12. By ignoringtheSYN packettheserverforcestheclientto
retransmittheSYN later,hopingthatthequeuewill thenhaveroomB.
4.2.2TheAttack
The TCP SYN-Flooding attackexploitsthis design.The attackergenerates
severalTCP SYN segmentswith invalid sourceIP addressesto a targetTCP server.
Sincethesourcehostsare non-existingor closed,the 3-way handshakefor these
9 V.Jacobson,R Braden,L. Zhang,"TCP Extensionfor High-SpeedPaths",RFC 1185,p. 20, 1990.
10 W.RichardStevens,TCP/IP IllustratedVolume1: TheProtocols,ProfessionalComputingSeries,
AddisonWesley,p. 257, 1994.
11 ibid,p. 258.
12 ibid,p. 258.
13 ibid,p. 260.
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connectionswill nevercomplete,resultingin severalhalf-openconnectionsfilling up
theserver'sbacklogqueue14.
4.2.3Impact
The target service will be unavailable(interrupted)until a connection
establishmenttimerexpires.Most implementationslimit theSYN-RECElVED stateto
75seconds15.However,theattackermayeasilyrepeatheattackin 75secondsperiods.
Thesuccessof theattackdependson severalfactorssuchasthebacklogqueue
limit,thetimeoutvaluefor connectionestablishmentandtheinterarrivaltimesof SYN
segments.Let
• T: SYN-RECElVED statetimeoutin seconds.
• L: Per-portbacklogqueuelimit.
• A: Numberof receivedSYN packetspersecond.
Then,in orderto succeed,theattackerwill havea lowerlimittoA, whichisLIT.
Forexample,if T=75secondsandL=15,theattackermustgeneratetheSYN segments
sothathetargetreceivesatleast1SYN segmentperfiveseconds.
4.3IP SpoofingAttack
Morris describedhow an attackercan profit from a seriesof vulnerabilities
foundinTCP andIP in orderto gainunauthorizedaccessto a remoteserver16.Bellovin
describedthedetailsof thisattack17.
Briefly, the attacker determinesa trust pattern based on IP address
authentication,disablesthe trustedhost,predictsthe target'ssequencenumbersand
establishesaonewayTCP connectionto thetarget.
4.3.1BerkeleyR-utilities
TheattackermustfirstdetermineatrustpatternbasedonIP addressamongsthe
targetserveranda clienthost.Thetrustpatternassumedby Morris wasbeingcarried
outbetweenthetarget'sRsh (remoteshell)serveranda trustedclienthost.Thereforeit
isworthlookingat BerkeleyR-utilitiesbeforeproceedingwith the descriptionof the
attack:
TheR-utilitiesrelyontheBSD authenticationmechanism.Onecanremotelogin
to a hostor executeremoteshell commandswithout enteringa passwordif the
authenticationcriteriaaremet.Thesecriteriaare18:
14 daemon9,route,infinity,"IF-Spoofing Demystified",PhreakMagazine,Volume7, Issue48, File 14,
l'f'5-6,1996.
SchubaC.1.etaL "Analysisof a Denialof ServiceAttackonTCP", IEEE Symposiumon Securityand
Privacy,1997.
16 R. T. Morris, "A Weaknes in the 4.2BSD Unix TCP/IP Software", AT&T Bell Laboratories,
ComputingScienceTechnicalReportNo. 117,1985.
11 S.M. Bellovin,"SecurityProblemsin theTCP/IP ProtocolSuite",ComputerCommunicationsReview,
Vol.19.NO.2,pp.32-38,pp. 1-4(reprinted),1989.
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• ThecallmustoriginatefromaprivilegedTCP port.
• The callinguserandmachinemustbe listedin thedestinationhost'slist of
trusted partners (typically / etc/hosts .equiv or in a user's
$HOME/.rhosts file).
• Thecaller'snamemustcorrespondto itsIP address.
The following exampleshowsthecontentof a . rhosts file foundin a user's
homedirectory:
hostl.iyte.edu.tr pars
host2.iyte.edu.tr root
wheretheusertrustspars@hostl.iyte. edu.tr androot@host2.iyte. edu.tr.
The attackeris assumedto have a trust:eduser@trustedhost pair- -
determined.Theattackerwill impersonatethetrustedduringtheattackby exploitingthe
authenticationweaknessin IP.
4.3.2TrustedHost Disabling
Morris notesthatthesegmentsdestinedfor thetargetwill carrythetrustedIP
addressandan imaginarysourceportnumberforminga fakesocketwherethetarget's
responseswill be sent.The importantpointto noteis thatthetrustedhost'sTCP will
certainlyabort this unreferencedconnectionby generatinga RST segment.This
situationis illustratedin Figure4.3.
ATTACKER TARGET TRUSTED HOST
SYN-RECEIVED
RST
LISTEN
ACK
CLOSED
SYN
Figure4.3TrustedHost ResetstheUnreferencedConnection.
18 W. R. Cheswick, S. M. Bellovin, FirewallsandInternetSecurity:Repellingthe WilyHacker,
ProfessionalComputingSeries,AddisonWesley,pp.42-43.
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In orderto avoidthis situation,theattackermustdisablethis imaginarysocket
priorto sendingany packetto the target.Monis proposesthe SYN-flooding attack
describedabove,in ordertoavoidthetrustedhostfactor.
4.3.3Establishinga ForgedTCP Connection
Monis alsonotesthat,sincethe target'spacketswill be sendto the disabled
trustedhost,wheretheywill be ignored,theattackerwill not seethem.On theother
hand,in orderto establisha connectionto the target,the attackermustsuccessfully
completetheTCP 3-wayhandshake,thereforepredictthetarget'sISN.
It is importantfor theattackerto understandhow thesequencenumberschange
withrespecto timein orderto predictthem.Monis notestheproblemin TCP which
employsa predictableclock driven ISN selection,in order to predictthe target's
sequencenumbers.
Bellovindetailsthisprocessasfollows:
In orderto learnthecurrentsequencenumberof the target,theattackermust
senda legitimateSYN segmentandwait for thetarget'sresponse.Then,theattacker
will sendthespoofSYN segmentassoonaspossible,whichwill triggerthegeneration
of thetarget'snew ISN (which is sentto the trustedhost).This ISN is uniquely
determinedbythetimebetweentheoriginationof thetarget'sresponsetothelegitimate
SYN segmentandthereceiptat targetof the spoof SYN segment.As illustratedin
Figure4.4,thisnumberis preciselytheround-triptimebetweentheattacker'sandtarget
hosts.
ATTACKER
Generationof
thelegitimate
SYN segment
Generation
of thespoof
SYN segment
Figure4.4ISN SamplingProcess.
TARGET
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As a result,if theattackercanaccuratelymeasure(andpredict)this timeit will
bepossibleto predictthetarget'sISN as,
•
ISNT =ISNT+RTTA-T/ 4
whereRTTA_T is the round-triptime betweenthe attacker'sand targethosts (in
microseconds).
4.3.4The Attack
Havinga one-wayTCP connectionto the targetestablished,the attackerwill
supplythetargetwith thecorrectdatarequiredby theRsh protocolandwith correct
sequencenumbers.
4.3.5Impact
Theattackerwill obtainunauthorizedaccesstothetargethostandexecutesome
maliciouscode.
Althoughtheabovescenariois basedontheRshprotocol,Morris notesthatthis
attackwillworkin all situationswhereasystemtrustsanothersystem'sIP address.
Thesuccessof theattackdependsonthesuccessin thepredictionof RTT A-T.It
shouldbenotedthatRTT predictionwith anerrorE < 4!lsmaybe quitechallenging,
whilenotimpossible.Bellovin statesthatif thestabilityis good(RTT < 10ms),there
willbeanuncertaintyof 2500 (10ms/4!ls)in the possiblevaluesfor ISNs andthe
attackerwill havea near-certaintylikelihoodof succeedingwithin a day if eachtrial
takes5seconds(-17280trials).
Nevertheless,severalobservationsshowedthat an attackermay reducethe
uncertaintyof the ISNs (hence,the numberof trials) by analyzingthe probability
distributionof RTTs. As noted above RTTs are reportedto be roughly Poisson
distributed19.However,theproposedmethodis basedon empiricalprobabilitiesand
otherobservedpropertiesofRTTs, whichwill bedescribedbelow.
Figure4.5illustratesanexampleobservationconsistin§of 1000samples.In this
figuretheobservedRTTs arecategorizedinto500!lsintervals0.
An importantpointaboutthisexample(whichis notshownin Figure4.5)is that
duringthesamplingthe networkwas highly unstable.The RTTs rangedbetween
1710411Sand445885!ls.However,510of 1000sampleshasfallenbetween17000!lsand
1750011S,givinganempiricalprobabilityof51011000=0.51.
19 D.L. Mills,"InternetDelayExperiments",RFC 889,p. 10,1983.
20 Theselectionof a 500~sintervallengthwas heuristic.However,it shouldbe notedthattheinterval
lengthmustbechosenregardingtwo facts: largerintervalswill be morevulnerableto noise whereas
smallerintervalswill missusefulsamples.
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Theproposedalgorithmis a derivationof theRFC 793rule,whichfocuseson a
mostprobableinterval:
if (lower limit <= m < upper_limit)
a = (l-g) a + 9 m
else
a = a
where lower _limi t and upper _limi t must be chosen 17000 and 17500,
respectivelyfor theaboveexample.However,dynamicallyupdatingthemostprobable
intervalaccordingto themeasurementswill be better,sinceit is not possibleto know
thesevaluesbeforeanumberof samplingis done.
It shouldbe notedthatthealgorithmis thesameof theRFC793 rulefor RTT
estimationdescribedaboveexceptthatthemeasurementsfalling outsidetheexpected
intervalaresimplyignoredin orderto preventheestimationsfrombeingdistortedby
themeasurementswith lower probabilities.In otherwords, less probableeventsare
consideredastransienterrorsdueto noisein themeasurements(random,unpredictable
fluctuationsin competingnetworktraffic) and they do not reflectthe real (most
probable)characteristicof thepathconnectingtwoparties,thereforemustbeavoidedby
theupdaterule.
Anotherobservedproperty,whichconfirmstheseobservations,is thatthenoise
alwaystakestheformof anadditive,positiveincrease.This meansthat,givena setof
RTT measurements,thosewith very little network-inducednoise can be found by
lookingatthesmallestvaluesin theset.It is alsointerestingto notethatPaxsonmade
thisobservationfor OTTs (onewaytransittimes)21.
Figure4.6showshowtheexpectedRTTs changeaccordingto theRFC793rule.
Theimportantpointto notehereis thatit takesmuchtoo long to adaptto thenormal
behaviourof thepath,aftera shortburstof long-delay.Figure4.7 showstheeffectof
theabovemodificationto the RFC793 rule. As shownin this figure, the proposed
algorithmdynamicallyupdatesthe most probableinterval accordingto the past
measurementsandemploystheRFC793 ruleas long asthenewmeasurementsfall in
thatinterval22.Figure 4.8 focuses on the expectedinterval and shows how the
estimationsareupdatedaccordingtotheRFC793rulewhennoiseis avoided.
~IV. Paxson,"On CalibratingMeasurementsof PacketTransitTimes", Proceedingsof SIGMETRICS
'88,p. 5, 1988.
22 This doesnot imply that the proposedalgorithmis betterthan the RFC 793 rule. The proposed
algorithmwas developedin orderto demonstratehow an attackermay reducethe uncertaintyin the·
possiblevaluesfor target'sISNs. As for the RFC 793 rule for RTT estimation,it was developedfor
improvingTCP's performance.Employingtheproposedalgorithmfor suchpurposeswouldresultin very
seriouscongestion.
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Theproposedalgorithmis a derivationof theRFC 793rule,whichfocuseson a
mostprobableinterval:
if (lower limit <= m < upper_limit)
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else
a = a
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respectivelyfor theaboveexample.However,dynamicallyupdatingthemostprobable
intervalaccordingto themeasurementswill be better,sinceit is not possibleto know
thesevaluesbeforea numberof samplingis done.
It shouldbe notedthatthealgorithmis thesameof theRFC793 rulefor RTT
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intervalaresimplyignoredin orderto preventheestimationsfrombeingdistortedby
themeasurementswith lower probabilities.In otherwords, less probableeventsare
consideredastransienterrorsdueto noisein themeasurements(random,unpredictable
fluctuationsin competingnetworktraffic) and they do not reflectthe real (most
probable)characteristicof thepathconnectingtwoparties,thereforemustbeavoidedby
theupdaterule.
Anotherobservedproperty,whichconfirmstheseobservations,is thatthenoise
alwaystakestheformof anadditive,positiveincrease.This meansthat,givena setof
RTT measurements,thosewith very little network-inducednoise can be found by
lookingatthesmallestvaluesin theset.It is alsointerestingto notethatPaxsonmade
thisobservationfor OTTs (onewaytransittimes)21.
Figure4.6showshowtheexpectedRTTs changeaccordingto theRFC793rule.
Theimportantpointto notehereis thatit takesmuchtoo long to adaptto thenormal
behaviourof thepath,aftera shortburstof long-delay.Figure4.7 showstheeffectof
theabovemodificationto the RFC793 rule. As shownin this figure, the proposed
algorithmdynamicallyupdatesthe most probableinterval accordingto the past
measurementsandemploystheRFC793 ruleas long asthenewmeasurementsfall in
thatinterval22.Figure 4.8 focuses on the expectedinterval and shows how the
estimationsareupdatedaccordingtotheRFC793rulewhennoiseis avoided.
11 V. Paxson,"On CalibratingMeasurementsof PacketTransit Times", Proceedingsof SIGMETRICS
'88,p.5, 1988.
22 Thisdoesnot imply that the proposedalgorithmis betterthanthe RFC 793 rule. The proposed
algorithmwasdevelopedin order to demonstratehow an attackermay reducethe uncertaintyin the·
possiblevaluesfor target'sISNs. As for the RFC 793 rule for RTT estimation,it was developedfor
improvingrcP's performance.Employingtheproposedalgorithmfor suchpurposeswouldresultin very
seriouscongestion.
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Figure 4.7RTT Estimationwith theProposedAlgorithm.
Observationsshowedsuch a RTT estimationalgorithmwould considerably
reduceanattacker'snumberof trialsfor succeedingin anIF spoofingattack.Giventhat
eachtrial takes5 seconds(as assumedby Bellovin) Table 4.1 showsthe resultsof
severalRTT estimationattempts.
Matchedin
hh:mm:ss
00:00:50
00:20:40
00:38:15
00:01:55
00:17:55
00:40:40
00:21:00
00:44:05
04:06:40
#Of
trials
10
248
459
23
215
488
252
529
2,960
MatchingRTf
( )
779
13,677
13,751
17,251
17,250
17,196
23,846
23,877
24,252
RTf MAX
( )
854
440,136
194,887
25,056
238,830
530,747
289,660
208,045
669,591
sanies.i e.edu.tr
bornova.ee.edu.tr
bornova.ee.edu.tr
a.i e.edu.tr
. a.i e.edu.tr
. a.i e.edu.tr
narwhal.CC.metu.edu.tr
narwhal.cc.metu.edu.tr
narwhal.cC.metu.edu.tr
Table4.1RTI EstimationResults.
DestinationHost Distance RTfMlN
(ho ) )
1 753
4 13,471
4 13,503
5 17,052
5 16,902
5 17,013
5 23,743
5 23,718
5 24,038
TheRTTs werecalculatedby sendingandreceivingICMP echopacketsandthe
algorithmwasrunningattheapplicationlayerof theprobinghost.Anotherpointto note
isthattherouteswerestatic.Dynamicrouteswouldprobablyincreasethenumberof
trials.
Anotherimportantpointis thatit is thusfar assumedthatno processingtakes
placefor the calculationof the ISNT*. In fact, dependingon the CPU speedof the
attacker'smachineand the instructionpathfollowedduringthecalculation,this will
effecthesuccessof theISN prediction.
Bellovinalsonotesthatwhenevera connectionrequestarrives,someprocessing
takesplaceat thetargetmachineas well. This will havea considerable ffecton the
actualvalueof thenextISN, dependingagainontheCPU speedandtheinstructionpath
followedupona connectionrequestarrival.
As a result,the randomizingeffectsof thevariabl~instructionpathsandCPU
speedsareof considerableadvantageto'thetarget.However,fastermachinesaremore
vulnerablesincethevariabilityof the instructionpathwill takelesstimeandit is not
comfortingto know thatthe securityof a machinerelies on its inconsistencyor a
network'slow qualityof service.Clearly,simplyfollowing theTCP specificationfor
ISNselectionis notsecureenough23.
4.3.6RealWorld
Althoughthefaultyimplementationsof TCP/IP arenotdiscussedin this thesis,
thegapbetweenthe ISN selectionmechanismproposedby TCP and its real-world
implementationsis interesting.SeveralobservationshowedthattheTCP specification
forISN selectionis looselyimplementedin today'sInternet.Instead,differentoperating
systemsemploydifferentmethodssomeof which,beingmoreor lessvulnerablethan
theoriginalTCP specification.
23 S.M. Bellovin,"SecurityProblemsin theTCPIIP ProtocolSuite",ComputerCommunicationsReview,
Vol.19,NO.2,p. 32-38,p. 3 (reprinted),1989.
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For example, regarding these observations,Microsoft NT Version 4.0
incrementsits ISN by 1 everymilliseconds,whichwill toleratetheattacker'serrorsof
upto 1millisecondduringtheRTT predictionprocess.
To overcomethe securityproblemscausedby predictableISNs, RFC 1948
proposesa moresophisticatedISN selectionschemeconsistingof randomizingtheISNs
byusinga cryptographichashfunction24.Today,newerimplementationssuchas new
Linuxkernels,employthederivationsof thismethod.
However,it shouldbenotedthatevenpurerandomISNs will notdefendagainst
sequencenumberattacksin situationswheretheattackerseesthetargethostISNs. An
attackermayachievethisbyusingoneofthefollowingmethods:
1. Simple networkmonitoring:If the attackeris able to monitorthe traffic
(hence,thesequencenumbers)generatedbythetarget,theattackerwill not
haveto predicttheISNs.
2. Using the IF "sourcerouting"option25:An attackermayprofit from the
sourceroutingoptionin IF, which is mentionedin thepreviouschapter.In
thismethodtheattackerwill sendtothetargeta sourceroutedSYN segment
carryingthesourceIF addressof atrustedhostasdescribedabove,however,
with fakeroutinginformation.Then,if thetargethostusesthereversepath
of thereceivedsourceroute(whichis reasonablefromthetarget'spointof
view, becauserepliesmaynot reachthetrustedhostif a differentpathis
followed),thentheSYN segmentcarryingthetarget'sISN will be sentto
the attacker'shostin steadof thetrustedhost.Therefore,theattackerwill
nothaveto predictthisnumber.
It shouldbenotedthatthesemethodsmaybeusedin all situationswhereother
informationcontainedin thetarget'spacketsareof interest.
4.4TCP ConnectionHijacking Attack
Joncheraydescribedhow an attackercan obtainthe control of an already
establishedconnectionbetweena legitimateclientand a server26.Briefly, the attack
consistsof desynchronizingthe targeted connection,becoming a transparent
intermediaryand copyingthe sender'spacketsto its destinationby spoofingthe IF
addressof thesender.
An importantpointto noteis thattheattackeris assumedto monitorthetarget
connection.
24 S.M. Bellovin,"SequenceNumberAttacks",RFC 1948,pp.3-4, 1996.
25 S.M. Bellovin,"SecurityProblemsin theTCPIIP ProtocolSuite",ComputerCommunicationReview,
vol. 19,no.2,pp.32-48,p. 4 (reprinted),1989.
c6 L. Joncheray,"A SimpleAttackAgainstTCP", 1995.
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4.4.1A DesynchronizedState
Joncheraydescribesadesynchronizedstateasfollows:
Let,
• SVR_SEQ: Server'ssequencenumber
• CLT_SEQ: Clien(s sequencenumber
• SVR_ACK: Server'sacknowledgenumber
• CLT_ACK: Client'sacknowledgenumber
• SEG_SEQ: Sequencenumberof agivensegment
• SEG_ACK: Acknowledgenumberof agivensegment
• SVR WIND: Server'swindowsize
Then,theterm"desynchronizedstate"refersto a connectionwhereboth sides
areintheESTABLISHED state,nodataisbeingsentand,
SVR_SEQ:F-CLT_ACK
CLT_SEQ:F-SVR_ACK
This stateis stableaslongasno datais sent.If somedatais senttwo casescan
occur:
1. If SVR_ACK < CLT_SEQ < SVR_ACK + SVR_WIND, the packet is
acceptable,the data may be stored for later use (dependingon the
implementation)but not sentto the user since beginningof the stream
(sequencenumberSVR_ACK) is missing.
2. If SVR_ACK> CLT_SEQ or CLT_SEQ >SVR_ACK + SVR_WIND, the
packetis notacceptableandwill bedropped.Thedatawill be lost.
In bothcasesdataexchangeis notpossibleevenif thestateexists.
4.4.2Creationof a DesynchronizedState
Joncheraypresentstwo methodsfor desynchronizinga TCP connection,which
willbedescribedin thissection.
4.4.2.1Early Desynchronization
This methodconsistsof breakingtheconnectionis its earlyestablishmentstage
ontheserverandcreatinga newonewith differenta sequencenumber.This process
(illustratedin Figure4.9)is describedasfollows:
• The attackerwaitsfor thesecondpacketof theTCP 3-wayhandshake(the
packetcontainingSYN andACK) of thetargetconnection.This is sentfrom
the serverto the clientas the acknowledgmentof the client's connection
request.
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• On detectionof that packetthe attackersendsthe servera RST packet
followedby a SYN packetwith exactlythesameparameters(formingthe
same socket pair) but with a different sequencenumber27.This new
sequencenumberwill bereferredto asATK_SEQ (sequencenumberchosen
bytheattacker).
• The serverclosesthefirst connectionwhenit receivestheRST packetand
sendsthe acknowledgmentof the new connection(containingSYN and
ACK) witha newsequencenumberwhichwill bereferredtoasSVR_SEQ '.
• On thedetectionof thatpackettheattackersendstheserveranACK packet
andtheserverswitchestotheESTABLISHED state.
• The client has alreadyswitchedto the ESTABLISHED statewhen it
receivedthefirst packetsentby theserver(thepacketcontainingSYN and
ACK).
CLIENT
CLOSED
SYN SENT
ESTABLISHED
First
unacceptable
packet(causes
anACK stonn)
ATTACKER
SYNCSVR _SEQ),
ACK(CLT_SEQ+l)
SYN(SVR_SEQ'),
ACK(ATK_SEQ+l)
SERVER
LISTEN
SYN
RECEIVED
SYN_
SENT
CLOSED
SYN
RECEIVED
SYN_
SENT
ESTABLISHED
Figure4.9Early Desynchronization.
4.4.2.2Null Data Desynchrollization
This methodconsistsof sendinga largeamountof "null data"to theserverand
client.Null datarefersto datathatwill not affectanythingon thetargethosts(server
andclient) besideschangingthe TCP acknowledgmentnumber.In this case the
applicationlayerprotocolusedby theserverandclientmustsupportthiskind of data.
Joncherayassumesthatthisprotocolis TELNET whichprovidesa NOP (nooperation)
command.
27 It shouldbenotedhere,a simplefonn of denial-of-serviceattackwheretheattackerbreaksthetarget
connection.
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4.4.3The Attack
Theattackconsistsof creatinga desynchronizedstateonbothendsof thetarget
rcpconnectionso thattheclientandservercan not exchangedataany longer.The
attackerwill thencreateacceptablepacketsforbothends,claimingeverytimetobesent
fromtheoppositeend.This is explainedasfollows:
If the targetTCP sessionis in a desynchronizedstateandthe clientsendsa
packetwith
SEG_SEQ =CLT_SEQ
SEG ACK =CLT ACK- -
thiswill not be acceptedby the serversinceCLT_SEQ * SVR_ACK and will be
dropped.The attackerwill then sendthe samepacketbut changeSEG_SEQ and
SEG ACK suchthat
SEG_SEQ =SVR_ACK
SEG_ACK =SVR_SEQ
whichwill beacceptedbytheserver.
Similarly,if theserversendsapacketwith
SEG_SEQ =SVR_SEQ
SEG ACK=SVR ACK- -
thiswill notbeacceptedbytheclientsinceSVR_SEQ *CLT_ACK andwill bedropped.
Theattackerwill thensendthesamepacketbutchangeSEG_SEQ andSEG_ACK such
that
SEG_SEQ =CLT_ACK
SEG_ACK= CLT_SEQ
whichwill beacceptedbytheclient.
This explainshow theattackerbecomesa transparentfull-duplexintermediary
totheclientandserver.
4.4.4Impact
The attackerwill obtainthe controlof the connection,thenan unauthorized
accesstotheserver.
The most importantthreatposedby this attackis thatan attackermay pass
sophisticatedpasswordauthenticationschemessuchas one-timepasswords.In fact,
evenaperfectpasswordencryptionschemewill notpreventheattackerfromobtaining.
anunauthorizedaccess,unlessthe datastreamis encryptedas well. Because,the
attackerwill not needto knowthe authenticationcriteria.He/shewill wait until the
clientsuppliesthenecessaryinformation.
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During the testsof the attack,Joncherayused the secondtype of packets
describedin Section4.4.1. However, Joncheraynotesa side effectof this kind of
packets:"ACK storms".Whenreceivinganunacceptablepacketthehostacknowledges
it by sendingtheexpectedsequencenumberandusingits own sequencenumber.This
packetis itselfunacceptabletotheotherendandwill generateanotheracknowledgment
packetwhich in turn will generatean acknowledgmentpacket etc., creatinga
supposedlyendlessloop for eachdatapacketsent.However,Joncherayobservedthat
theACK stormsarenot endless.This is relatedto thefactthatthesepacketsdo not
carrydataandthey are not retransmittedwhen lost. Furthermore,ACK stormsare
reportedto be self-regulating:the more loops arecreatedthe more congestionand
packetlossis experienced.
In orderto minimizethedurationof theACK stormloops,theattackermust
sendthe correctacknowledgmentof the datapacketas soon as it is monitored.
However,Joncherayobservedthattheattackermaymissthedatapacketbecauseof the
networkload.
The first typeof packetsdescribedin Section4.4.1havetheadvantageof not
generatingACK storms.On theotherhandtheymaybedangerous(fromtheattacker's
pointof view) if thedataactuallyprocessed.They arealsodifficult to usewith small
windowconnections.
4.5A NoteaboutUDP
Although this chaptermainly focuses on TCP, a note about UDP (User
DatagramProtocol)is worthmentioninghere.
UDP providesa procedurefor applicationsto sendmessageswith a minimum
protocolmechanism,wheredeliveryandduplicateprotectionarenotguaranteed28.The
importantpointto notehereis thatUDP doesnotsupportsequencenumbers.Therefore,
it ismucheasierfor anattackertoforgeUDP trafficsinceno sequencenumberguessing
isneeded29.
28 J. Postel,"UserDatagramProtocol",RFC 768,p. 1, 1980.
29 W. R Cheswick. S. M. Bellovin, FirewallsandInternetSecurity:Repellingthe Wily Hacker,
ProfessionalComputingSeries,AddisonWesley,p. 25, 1994.
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Chapter5
ICMP FOR DENIAL-OF-SERVICE ATTACKS
ICMP (InternetControlMessageProtocol)is aninternetlayerprotocolusedby
applicationsand usersfor properInternetoperation.However, ICMP posesseveral
threatsagainstheavailabilityof theJnternetassets.
This chapterdescribestheICMP denial-of-serviceattacks.
5.1Background
The original specificationfor ICMP is RFC792I.However,severaladditional
featuresweredefinedin thefollowingRFCs suchasRFC950,RFCl122 andRFC1812
2,3,4
This sectionprovidesa brief functiondescriptionof ICMP and a detailed
analysisof severalinterestingICMP messagetypesandcodesfroma securitypointof
VIew.
5.1.1ICMP Function Description
The IP is notdesignedto beabsolutelyreliable.Thereforea meansfor reporting
errorsin datagramprocessingis neededfor administrativeanddiagnosticpurposes.In
theInternetheICMP is generallyusedfor suchpurposes.ICMP usesthebasicsupport
of IP as if it were a higherlevel protocol(ICMP packetsare encapsulatedin IP
datagrams).However,ICMP is actuallyan integralpartof IP, andis implementedby
everyIP module.
ICMP messagesaresentin severalsituations.For example,when a datagram
cannotreachits destination,whena routerdoesnot havethe bufferingcapacityto
forwarda datagram,andwhena routercandirecta hostto sendtraffic on a shorter
route.
An importantpointto noteis thatthepurposeof ICMP messagesis to provide
feedbackaboutproblemsin theInternetandnotto maketheIP reliable.Therearestill
noguaranteesthata datagramwill bedeliveredor anICMP messagewill be returned.
Somedatagramsmaystill beundeliveredwithoutanyreportof their loss.The higher
levelprotocolsthatuseIP mustimplementheirown reliabilityproceduresif reliable
communicationis required.
I J. Postel,"InternetControlMessageProtocol",RFC 792,1981.
21. Mogul,1. Postel,"InternetStandardSubnettingProcedure",RFC 950, 1985.
3 R. Braden,"Requirementsfor InternetHosts- CommunicationLayers",RFC 1122,1989.
4 F. Baker,"Requirementsfor IP Version4 Routers",RFC1812, 1995.
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5.1.2Format of an ICMP Message
An ICMP messageconsistsof thefollowingfields:
• Type(8bits)
• Code(8bits)
• Checksum(16bits)
• A variablelengthfieldthatdiffersfromonemessageto another.
Thereare 15 differentvaluesfor the typefield, which identifythe particular
ICMP message5.Sometypesof ICMP messagesthenusedifferentvaluesof thecode
field to furtherspecifythe condition.The checksumfield coversthe entireICMP
message.
The contentof the lastfield dependson the ICMP messagetypeandcode.It
containsspecificinformationneededfor the operationof differentICMP messages,
whichwill bedescribedbelow.
5.1.3InterestingICMP Messages
As mentionedabove,thereare15differentypesof ICMP messages.However,
in thissection,types0 (echoreply),3 (destinationunreachable),8 (echorequest),17
(addressmaskrequest)and18(addressmaskreply),will bedescribedin detail.
5.1.3.1ICMP DestinationUnreachableMessage
This sectionfocusesontheICMP destinationunreachablemessagecodes0, 1,2,
3,4 and5.
An importantpointto noteabouthismessagecodesis thatthecodes0, 1,4 and
5maybereceivedfroma routerandcodes2 and3 maybe receivedfrom a host6.The
situationsin whichtheICMP messageswiththesecodesaresent,aredescribedbelow.
For all destinationunreachablecodes,the ICMP messagealso includesthe
originalIF headerand64bitsof theoriginaldatagram'sdata.This informationis used
by thehostreceivingthemessageto matchthemessagetotheappropriateprocess7.
5.1.3.1.1Codes0, 1,4 and5
TheICMP destinationunreachablemessageis sentby a routerin responseto a
datagramwhichit cannotforwardbecausethedestinationis unreachableor down.
5 W.R Stevens,TCPIIP l/lustratedVolume1: TheProtocols,ProfessionalComputingSeries,Addison
Wesley,p.71, 1994.
61.Postel,"InternetControlMessageProtocol",RFC 792,p. 5, 1981.
7 ibid,p. 4.
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A routerMUST generateICMP destinationunreachablemessageswithcode8:
• 0 (networkunreachable):wheneverintermediaterouteris unableto forward
a datagram,asitsroutingdata-basegivesnonexthopfor thedatagram,or all
pathsweredown.
• 1 (hostunreachable):wheneverthedestinationnetworkis reachable,but a
routeronthatnetworkisunableto reachthedestinationhost.
• 4 (fragmentationneededand DF set): whenevera datagrammust be
fragmentedby arouteryettheDon'tFragmentflagis on.
• 5 (sourceroutefailed):whenevera nexthopin thesourceroutespecifiedby
thesenderis notona directlyconnectednetwork.
5.1.3.1.2Codes2 and3
A hostSHOULD generateICMP destinationunr~achablemessageswithcode9:
• 2 (protocolunreachable),whenthedesignatedprotocolis notsupported
• 3 (portunreachable),whenthedesignatedtransportprotocol(e.g.,UDP) is
unableto demultiplexthedatagrambuthasnoprotocolmechanismto inform
thesender
5.1.3.1.3Processingof ICMP DestinationUnreachableMessages
A destinationunreachablemessagethatis receivedMUST be reportedto the
transportlayer.The transportlayerSHOULD usethe informationappropriately.UDP
MUST passall ICMP errormessagesthatit receivesfromtheIP layerto theapplication
layer.TCP that has its own mechanismfor notifying the senderthat a port is
unreachable(with a RST segment)MUST neverthelessaccepta "port unreachable"
messagefor thesamepurposelO.
A destinationunreachablemessagethatis receivedwith code0, 1, or 5 may
resultfroma routingtransientandMUST thereforebe interpretedas only a hint, not
proof,thatthespecifieddestinationisunreachablell.
On the other hand destinationunreachablecodes 2 and 4, are hard error
conditions,soaTCP SHOULD aborttheconnectionwhenthismessagesarereceived12.
8 F.Baker,"Requirementsfor IP Version4 Routers",RFC1812,p. 81, 1995.
9 R. Braden,"Requirementsfor InternetHosts- CommunicationLayers",RFC 1122,p. 40, 1989.
10 ibid,p.40.
II ibid,p.40.
12 ibid,p. 104.
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5.1.3.2ICMP AddressMask RequestandReplyMessages
The IeMP addressmaskrequestis intendedfor a disklesssystemto obtainits
subnetmaskatbootstraptime.Therequestingsystembroadcastsits ICMP request.The
ICMP addressmaskrequestandreplymessagescontainsthefollowingfieldsaswell:
• Identifier(16bits)
• Sequencenumber(16bits)
• Addressmask(32bits)
The identifierandsequencenumberfieldsareusedto aid in matchingrequests
andreplies,andthe addressmaskfield carriesthe requested32-bitmask.However,
RFC950statesthatthesefieldscanbeignored,sincethereis onlyonepossibleaddress
maskfora subnet,andthereis noneedto matchrequestswithreplies13.
RegardingRFC 1122, a host MAY support sendingICMP addressmask
request(s)andreceivingICMP addressmaskreply(s).Whentheuseof addressmask
messagesi enabled,then:
1. When it initializes,the host MUST broadcastan addressmask request
messageon the connectednetworkcorrespondingto the IP address.It
MUST retransmitthismessagea smallnumberof timesif it doesnotreceive
animmediateaddressmaskreply.
2. Until it hasreceivedan addressmaskreply,the host SHOULD assumea
maskappropriatefortheaddressclassof theIP address,i.e.,assumethatthe
connectednetworkis notsubnetted.
3. The first addressmaskreply messagereceivedMUST be usedto setthe
addressmaskcorrespondingto theparticularlocal IP address.This is true
evenif thefirstaddressmaskreplymessageis "unsolicited",in whichcaseit
will have beenbroadcastand may arrive after the host has ceasedto
retransmitaddressmaskrequests.Oncethemaskhasbeensetby anaddress
maskreply,lateraddressmaskreplymessagesMUST be(silently)ignored.
Conversely,if addressmaskmessagesaredisabled,thenno ICMP addressmask
requestswill be sent,andanyICMP addressmaskrepliesreceivedfor thatlocal IP
addressMUST be(silently)ignored14.
A systemMUST NOT sendanaddressmaskreplyunlessit is an"authoritative
agent"foraddressmasks.An authoritativeagentmaybea hostor arouter,butit MUST
beexplicitlyconfiguredasanaddressmaskagent.Receivingan addressmaskvia an
addressmaskreplydoesnotgivethereceiverauthorityandMUST NOT beusedasthe
basisforissuingaddressmaskreplies15.
Gettingno replyto itsaddressmaskrequestmessages,a hostwill assumethere
is no agentand use an unsubnettedmask,but the agentmay be only temporarily
131.Mogul,J. Postel,"InternetStandardSubnettingProcedure",RFC 950,p. 11,1985.
14 R.Braden,"Requirementsfor InternetHosts- CommunicationLayers",RFC 1122,p. 45, 1989.
15 'b'd, 46lip. .
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unreachable.An agentwill broadcastan unsolicitedaddressmaskreplywheneverit
initializes, in order to updatethe masksof all hoststhat have initialized in the
meantimel6.
5.1.3.3ICMP Echo RequestandReply Messages
ICMP echorequestandreply messagesareusedfor diagnosticpurposes,for
examplein orderto controlwhetherahostor routeris aliveor not.Thesemessagesalso
includethefollowingfields: -
• identifier(16bits)
• sequencenumber(16bits)
• avariablelengthfieldof data
The identifierandsequencenumberfieldsareusedto aidin matchingechosand
replies17.Data receivedin an ICMP echorequestMUST be entirelyincludedin the
resultingechoreply18,19.
Every host and routerMUST implementan ICMP echo serverfunctionthat
receivesechorequestsandsendscorrespondingechoreplies2o,2l.
A routerSHOULD haveaconfigurationoptionthat,if enabled,causestherouter
to silentlyignoreall ICMP echorequests;if provided,this optionMUST defaultto
II . 22a owmgresponses.
An ICMP echo requestdestinedfor an IF broadcastor IF multicastaddress
MAY be silentlydiscardedby hosts.This neutralprovisionresultsfrom a passionate
debatebetweenthosewho feel that ICMP echoto a broadcastaddressprovidesa
valuablediagnosticcapabilityandthosewho feel thatmisuseof this featurecantoo
'1 k 23eaSly createpac etstorms .
A hostSHOULD alsoimplementan applicationlevel interfacefor sendingan
echorequestandreceivingechoreply,for diagnosticpurposes24.An applicationcalled
"ping" is generallyused in the Internetas an interfaceto ICMP echo and reply
messages25.
5.2ICMP Echo RequestFloodingAttack
This sectiondescribesa simpleformof denialof serviceattackusingtheICMP
echorequestpackets.
16 R Braden,"Requirementsfor InternetHosts- CommunicationLayers",RFC 1122,p. 46, 1989.
17 J. Postel,"InternetControlMessageProtocol",RFC 792,p. 14,1981.
18 ibid, p. 43.
19F. Baker,"Requirementsfor IP Version4 Routers",RFC1812,p. 59, 1995.
20 R Braden,"Requirementsfor InternetHosts-: CommunicationLayers",RFC 1122,p. 42, 1989.
21 F. Baker,"Requirementsfor IP Version4 Routers",RFC1812,p. 58, 1995.
22 ibid, p. 59.
23 R Braden,"Requirementsfor InternetHosts- CommunicationLayers",RFC 1122,pp.42-43,1989.
24 ibid, p. 42.
25 M. Muus,"Ping.c", 1983.
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5.2.1Description
The ICMP echo flooding is a simpleattackthatconsistsof generatingecho
requestpacketsdestinedfor a targetmachine,asfastaspossiblein orderto causeCPU
resourcesof thetargetmachinetobeconsumedandreducingthenetworkthroughput.
The attackerwill use forgedsourceIP addressesfor theechorequestpackets
he/sheis generating,in ordernottobelocated.
5.2.2Impact
During the attack,the targetedmachinewill attemptto processall incoming
echorequeststhereforewill runoutof theCPU cyclesneededfor itsnormaloperation.
The successof theattackdependson theinterarrivaltimesof theechorequest
packetsreceivedby the targetand its CPU power.Therefore,generally,first hope
routersor directlyconnectedhostswill betargeted.It shouldbenotedthatif anattacker
launchesanechofloodingattackdestinedfor a hostoutsideits network,thefirst hope
router(attemptingto forwardall ICMP echorequestpackets)will first runoutof CPU
cyclesinsteadof the targetedhost. In this caseall internalhostswill suffer from
degradednetwork performancein their outsideInternetconnection(includingthe
attacker'shost).
5.3The "Smurf' Attack
The "smurf' attack is named after its exploit program.This is a highly
parallelledversionof the ICMP echorequestfloodingattackdescribedabove,using
echorepliesfor floodingthetarget,in steadof echorequests.
5.3.1Description
In the smurfattacks,an attackers~ndsa largeamountof ICMP echorequest
trafficatbroadcastaddresses,all of it havinga spoofed,sourceaddressof a targethost
orrouter.If theroutersdeliveringtrafficto thoseaddressesperformstheforwardingof
broadcastICMP echorequests,mosthostswill takethe ICMP echorequestandwill
replyto it with an echo reply each,multiplyingthe traffic by the numberof hosts
responding.On a multi-accessbroadcastnetwork,therecanpotentiallybe hundredsof
machinestoreplyto eachpackee6.
As describedin Chapter3, a routerMUST forwardnet-directedbroadcastsby
defaultandasdescribedabove,ahostMAY discardICMP echorequestsdestinedfor an
IP broadcastor IP multicastaddress(which impliesthat a host MAY allow those
packets).The"smurf' attackexpoitstheserequirements.
26 ComputerEmergencyResponseTeam," "smurf' IP Denial-of-ServiceAttacks",CERT Advisory:CA
98-01,September1998.
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5.3.2Impact
Both theintermediaryroutersandthetargethostmaysufferdegradednetwork
performanceboth on their internalnetworksor on their connectionto the Internet.
Performancemaybedegradedtothepointthatthenetworkcannotbeused27.
5.4AddressMask Forgery Attack
Bellovin first describedthe addressmaskforgeryattackin April 1989,seven
monthsbeforethe host requirementsRFC (RFClI22) was written28.Althoughthe
RFC1122specifiesfurtherconditionsfor theimplementationof addressmaskmessages,
theattackmaybestillworkable.
5.4.1Definition
Addressmask forgery is a moreglobal denial-of-serviceattacklaunchedby
sendinga fakeICMP addressmaskreplymessageto atargethostimplementingICMP
addressmaskmessages.The attackerdoesnothaveto knowor predictthecontentsof
theidentifierand sequencenumberfields of the request,becausethe matchingof
requestsandrepliesis notforced,thereforeprobablynotimplemented.
As notedabovea systemMUST NOT sendanaddressmaskreplyunlessit is an
authoritativeagentfor addressmasks.Furthermorea hostwill broadcastits address
maskrequestonly when it initializeand only the first addressmaskreply message
receivedwill used to set the addressmask. Although thesespecificationsare of
considerableadvantageto thetarget,theattackermayusethesourceIP addressof an
authoritativeagent(if needed)and send its fake reply at the appropriatetime by
monitoringwhetherthe targethost is alive or rebooting(for example,for some
administrativepurposes).The attackerwill also haveto sendits reply beforethe
authoritativeagent.However,theauthoritativeagentcanbe temporarilydown in the
meantime.
5.4.2Impact
All communicationswiththetargethostwill beblocked29.
5.5DestinationUnreachableMessageForgery Attack
This sectiondescribesanotherICMP baseddenial-ofserviceattackdescribedby
Bellovin30. .
27 ComputerEmergencyResponseTeam," "smurf' IP Denial-of-ServiceAttacks",CERT Advisory:CA
98-01,September1998.
28 S.M. Bellovin,"SecurityProblemsin theTCP/IP ProtocolSuite",ComputerCommunicationsReview,.
Vol.19,No.2,pp.32-38,p. 7 (reprinted),1989.
~9ibid,p. 7.
30 ibid, pp.6-7.
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5.5.1Description
This attackconsistsof sendinga spoofedICMP destinationunreachablepacket,
claimingto be sentfrom a serverhost carryingout a TCP connectionwith a target
client.
Generally,theattackerwill choosedestinationunreachablecodes2 and4, since
theyareconsideredas areharderrorconditions,anda TCP receivingthesemessages
SHOULD abortthereferredconnection,asmentionedabove.
As notedabove,destinationunreachablemessagesincludetheoriginalIF header
and64bitsof theoriginaldatagram'sdatato allowthehostto matchthemessageto the
appropriateprocess.The referred64 bits containthe sourceand destinationport
numbersand the sequencenumberfor TCP. However,sincethe port numbersare
enoughto matchthemessageto agivenprocess,thesequencenumberfield is generally
ignored(andRFCs arenot clearenoughonthatsubject).Therefore,theattackermust
onlyknowthesourceanddestinationportnumbers.
Theattackerwill generallyneedto beableto monitorthetargetedconnectionin
orderto supplythecorrectnumbers,howevera brute-forceversionof theattack(e.g.,
tryingallpossibleportcombinations)is alsoworkable3!.
5.5.2Impact
Thetargetedconnectionwill bebroken.
31 Cowzilla,PixelDreamer,"Puke.c",1996.
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Chapter6
A WEAKNESS IN THE DNS ARCHITECTURE
DNS (DomainNameSystem)is a supportserviceneededfor convenientInternet
access.DNS residesat theapplicationlayer,neverthlessit meritsmuchmoreattention
thenanyotherapplicationlayerprotocolsinceit servesasaninterfaceto IP.
However,DNS maycauseunauthorizedaccess.This chapterfocuseson this
weakness.
6.1Background
The DNS is a distributeddatabasesystemused to map host namesto IP
addressesandvice versa.The term"distributed"is usedbecauseno singlesiteon the
Internetmaintainsall the information.RFC 1034specifiestheconceptsandfacilities
providedbyDNS andRFC 1035detailstheimplementationandspecification1,2.
StevensexplainstheDNS operationasfollows3:
Applicationsandusersaccessto DNS througha resolver.On Unix hoststhe
resolveris accessedprimarilythroughtwo libraryfunctions:gethostbyname()and
gethostbyaddr(). The first takesa hostnameandreturnsan IP address,andthe
secondtakesanIP addressandlooksup a hostname.Resolversgenerallycommunicate
withnameserversviaUDP.
The DNS name space IS hierarchical.Figure 6.1 shows this hierarchical
organization.
EveryDNS nodehasa "label"of up to 63 characters.The rootof thetreeis a
specialnodewith a null label.The"domainname"of anynodein thetreeis thelist of
labels,startingatthatnode,workingupto theroot;usinga period(dot)to separatethe
labels(for example"arf .iyte. edu.tr" shownin Figure6.1).Thetop-leveldomain
arpais a specialdomainusedfor address-to-namemappingswhich will be described
below.
One importantfeatureof theDNS is thedelegationof responsabilitywithinthe
DNS. No singleentitymanagesmanageseverylabel in thetree.In stead, oneentity
whichis NIC maintainsa poritonof the tree(thetop-leveldomains)and delegates
responsibilitytoothersfor specificzones.
A "zone" is a subtreeof the DNS tree that is administratedseparately(for
exampleiyte. edu.tr). Oncetheauthorityfor a zoneis delegated,it is up to person
responsiblefor thezoneto providenameserver(s)for thatzone.Wheneveranewhost
1 P. V. Mockapetris,"DomainNames- ConceptsandFacilities",RFC 1034,1987.
2 P.V. Mockapetris,"DomainNames- ImplementationsandSpecifications",RFC 1035,1987.
3 W. Richard Stevens,TeP/!p Illustrated Volume1: The Protocols, ProfessionalComputingSeries,
AddisonWesley,p. 187-208,1994.
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arf.iyte.edu.tr---
GenericDomains
110.2-l9.140.193.in-addr.arpa
root(unnamed)---
Figure6.1The Hierarchical Structureof theDNS.
is installedin azone,theDNS administratorof thezoneallocatesa nameandIP address
forthishostandenterstheseintothenameserver'sdatabase.
A nameserveris saidto haveauthorityfor oneor multiplezones.The person
responsiblefor a zonemustprovidea "primary"nameserverfor thatzoneandoneor
more"secondary"nameservers.The primaryandsecondariesmustbe independentand
redundantserverssothatavailabilityof thenameservicefor thezoneis notaffectedby
a singlepointof failure.The maindifferencebetweena primaryandsecondaryis that
theprimaryloadsall the informationfor thezonefromdisk files, while a secondary
obtainsthe informationfrom its primary.This operationis calleda "zonetransfer".
ZonetransfersaremadeviaTCP.
Whena nameserverdoesnotcontaintheinformationrequested,it mustcontact
anothernameserver,however,noteveryserverknowhowto contacteveryothername
servers.In stead,everynameservermustknowhowto contacthe"root" nameservers.
Therootserversknowthenameandaddressof eachauthoritativenameserverfor all
secondary-leveldomains.This implies an iterativeprocess:the requestingserver
contactsa root server,the root servertells the requestingserverto contactanother
server,etc.
53
Anotherfundamentalpropertyof theDNS is caching.When, a nameserver
receivesinformationabouta mapping(for examplethe IP addressof a hostname)it
cachesthatinformationso thata laterqueryfor thesamemappingcanusethecached
result.This increasestheefficiencyofDNS mappings.
6.1.1ResourceRecords
Theentriesin theDNS databasearereferredto asresourcerecords(RRs). Table
6.1givesmostcommonDNS resourcerecordtypes. -
Table 6.1DNS ResourceRecords.
Type Name Function
SOA
Startof AuthorityDefinesaDNS zoneof authority
NS
NameServerIdentifiesserversfor azone.
A
Addr ss Name-to-addre stranslation
PTR
Point r Add ss-to-name
MX
M il Exchang rControlsmailrouting
CNAME
C oni al ick amesf ah st
HINFO
H st I fo I tifi h wa and p ratings.
RP
Re p n iblPe soT chnical o t ctfor ahost
WKS
Well k wns v cS rv ce providedby ahost
TXT
T x me t
The CNAME, HINFO, RP, WKS andTXT recordsareoptional,whereasthe
othersarerequired.An exampleDNS databasefor thezone iyte.edu.tr is given
below:
$ORIGIN iyte.edu.tr.
iyte.edu.tr IN SOA
99041001
3600
600
3600000
86400 )
ns.iyte.edu.tr. admin.host1.iyte.edu.tr. (
Serial
Refresh
Retry
Expire
Minimum time-to-live
IN
IN
NS
NS
ns
ns.iyte.edu.tr.
ns
host1
host2
host3
IN
IN
IN
IN
A
A
A
A
193.140.249.1
193.140.249.2
193.140.249.3
193.140.249.4
It shouldbe notedthata SOA recordalsocontainstheserialnumberof thedata
(in the yymmdd##format),and severaladditionalvalues (in seconds)such as the
refresh,retryandexpirevaluesfor secondaryserversanda minimumtime-to-livevalue
usedfor cacheexpiry.The IN field indicatesthatthe recordsbelongto the Internet
domain(theDNS is capableof storinginformationaboutmanydifferenttypesof
networks).
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6.1.2The InverseMapping Tree
In the Internetthe mappingof IF addressesto names(this is called"inverse
mapping"asopposedtotheoneexplainedabovewhichis called"forwardmapping")is
alsogenerallyrequired.However,normally,thereis nowayto achievethisotherthan
startingattherootof thetreeandtryingeverytop-leveldomain,which is notfeasable.
This is due to the fact that the IP addressesdo not contain informationabout
organizationalstructureof theInternet.Therefore,clientscannotknowwhichserverto
query.
In stead,inversemappingsareimplementedby a separateparalleltree:whenan
organizationjoins to theInternet,it obtainsanauthorityfor a portionof theDNS in-
addr.arpa namespacecorrespondingto theirIP addresson theInternetaswell an
authorityfor a portionof the namespace.The levelof the DNS treebeneathin-
addr.arpa namespacemustbethefirstbyteof theIF address,thenextlevelis the
secondbyteof theIP address,etc.For example,theDNS namefor a anIF addressof
193.140.249.110is 110.249.140.193.in-addr.arpa,whichis shownin Figure
6.1.
An exampleinversemappingdatabasefor the domain249.140.193.in-
addr.arpa is givenbelow(theSOAandNSrecordsareommitted):
$ORIGIN
1 IN
2 IN
3 IN
4 IN
249.140.193.in-addr.arpa
PTR ns
PTR hostl
PTR host2
PTR host3
Generally,theinversemappingdatabasewill resideonthesamemachineasthe
correspondingforwardmappingdatabase.
6.2HostnameSpoofingAttack
Bellovindescribeda nameauthenticationvulnerabilitydueto thedistinctionof
thetwotreesofDNS4. Thissectioncoversthisvulnerabilityandhowit canbeexploited
by anattacker.
6.2.1Description
First, it shouldbenotedthatthereexistsituations(thesewill bedescribedin the
followingsections)wherehostnamebasedauthenticationis employed.
Table6.2examplifiesa situationwherea targethost(target. iyte. edu.tr)
is assumedto trust the name trusted.iyte.edu.tr. The attackerresidesat
attacker.any.com.tr 5.
4 S.M. Bellovin,"Using theDomainSystemfor SystemBreak-ins",Proceedingsof the5th UsenixUNIX
SecuritySymposium,1995.
5 Theattackscenariois thesameof theoneimaginedbyBellovin with namesandaddresseschanged.
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Table 6.2DNS Attack Scenario.
Name IP AddressDescription
target.iyte.edu.tr
193.140.249.25Thetargethost
rusted.iyte.edu.tr
110ruste ho t
attacker.any.com.tr
5 0134.78attacker'host
Bellovin assumesthat the attackerhas completeaccess(read/write)to the
portionof theinversemappingtreecontaininghis/herPTR record(thisimpliesthatthe
attackermusthave a correspondingnameserver,compromised).The attackerwill
changethecorrespondinginversemappingrecordfor 153.101.34.78fromthecorrect
attacker.any.com.tr to trusted. iyte. edu.tr.
Then,Bellovinnotesthefollowingweaknessin theDNS architecture:whenthe
attackerattemptsto connectto thetargethost,the targethostwill try to validatethe
nameof thecallingmachine.It will do thatby callinggethostbyaddr() andpassing
it theaddress153.101.34.78.In theDNS, thatcalltranslatesto a nameserverquery
for the recordassociatedwith 78.34.101.153.in-addr.arpa,whichwill retrieve
thefakePTR recordsetby theattacker.As a result,thetargetserverwill believethata
trustedhostis connecting.
6.2.2Impact
Theattackerwill obtainunautorizedaccesstothetargethost.
An importantpointto noteis thatthisvulnerabilityis dueto thedistinctionof
thetwotreesof DNS. Therefore,Bellovin suggestscross-checkingof thetwo treesin
ordertodefeathiskindof attacks.
In anotherversionof thisattack,theattackercontaminatesthetarget'scacheof
DNS responsesprior to initiatingthe call. In this situation,whenthetargetdoesthe
cross-check,it appearsto succeed,andtheattackergainsaccess.A variationof this
attackinvolves flooding of the target'sDNS serverwith fake responses,thereby
confusingit. However,Bellovin notesthat attemptsto contaminatethe cacheof a
primaryor secondaryserverfor a domainwill notwork.Thestandardnameserverswill
rejectupdatesto zonesfor whichtheyareauthoritative.In thiscasecross-checkingwill
defeatheattack.On theotherhand,cachingonlyserversarevulnerable.Furthermore,
if a hosttrustanotherhostnotnamedin a localzone,its authoritativenameservercan
notprotectit.
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Chapter7
DISCLOSURE OF INFORMATION
This chapterconcernsthesecrecyof Internetrelateddata.Informationsharingis
vital for convenientInternetoperation,howeverthis informationmaybe valuablefor
theattackersaswell.
This chapterfocuseson this issueanddescribesseveralcommoninformation
leakagepointsfoundintoday'sInternet.
7.1IntrusivelyNetwork Monitoringl
Internetis an interconnectionof packet-switchedcomputercommunications
network.Packet switchingprovidesa meansfor multipleaccess,time-sharingand
preventsthemonopolizationof thenetworkresources.
However,on a multipleaccessnetwork,it is possiblefor anattackerto capture
thebits belongingto a communicationbetweentwo or moreparties.This situation
posesa serioussecurityrisk againstthe secrecyof the informationin transitin the
Internet.All protocolinformationcontainedin thefour layersof TCPfIP suiteaswell as
applicationdatais availableto an attackermonitoringthenetworkactivity.Important
examplesfor protocol data would be: IP addresses,port numbersand sequence
numbers.This informationcanbeusedwhenlaunchingIP spoofing,sessionhi-jacking,
and severaldenial-of-serviceattacksas describedin the previous chapters.The
applicationdata may contain confidential information such as user names and
passwords.This informationcan be usedlater for obtainingunauthorizedaccessby
impersonatinglegitimateusers,whichis referredto asa "replay"attack.
The only known defenseagainstnetworkmonitoringattacksIS cryptology,
whichis beyondthescopeof thisthesis.
7.2Finger
Finger is a simple user information100kuRservIceusmg the Finger User
InformationProtocol,whichis specifiedinRFC1288 .
Fingerdisclosesinformationaboutusers:login names,full names,thetimethe
userlastloggedin, readmail andthehosthe/sheconnectedfrom,the idle time,etc.
FarmerandVenemastatethatFingeris theoneof themostdangerouservices,because
it isusefulfor anattackerto investigatea potentialtargee.
The outputof anexamplefingercommandin theform finger user@hostis
givenbelow:
INetworkmonitoringcanalsoservelegitimatepurposessuchnetworkmanagement,faultdetection,
securityetc.Thereforeis usedtheterm"intrusively".
2 D.Zimmerman,"The FingerUserInformationProtocol",RFC 1288,1991.
3 D.Fanner,W. Venema,"ImprovingtheSecurityof Your SitebyBreakingintoIt", 1993.
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Login: ugur
Directory: Ihome/ugur
Last login Tue Mar 23 18:31 (GMT) on
Mail last read Tue Mar 23 18:32 1999
No Plan.
Name: Ugur UNAL
Shell: Ibin/bash
ttyp2 from muh-pc02.iyte.ed
(GMT)
Furthermore,Fingerprovidesa list theuserscurrentlyloggedon a system.An
exampleoutputofa finger @host commandis asfollows:
Login
nyildiz
corez
orner
bakiyev
rnirat
aykan
gyegln
ersoy
ardac
ecakmak
pabuscu
sagnak
alabacak
turano
cetin
obali
rnirat
aydinf
rnirat
sarac
turhan
ernret
dalkilic
erciyes
rnuhsin
Name
Nazan yildiz
Mehmet Ali Corez
Orner Zenciroglu
Asir Muhammet Bakiye
Mirat Satoglu
Aykan Candernir
Gultekin Yegin
Banu Ersoy
Arda Kaan Cakir
Elif Cakmak
Harun Pabuscu
Hasan Sagnak
Burak Alabacak
Orhan Turan
Sadik cetin
Murat Obali
Mirat Satoglu
Fatih Aydin
Mirat Satoglu
Orner Saracoglu
Cagdas Uysal Turhan
Emre Taskaya
M. Ernin Dalkilic
Kayhan Erciyes
Muhsin Akoz
TTY
pO
p1
*p3
*p4
p5
*p6
*p7
*p8
p9
pb
pa
pc
pd
*pf
*qO
*q1
q2
*q3
q4
q7
*q6
q8
*q9
qa
*qb
Idle When
Wed 10:11
11 Wed 10:03
Wed 10:19
4 Wed 09:47
43 Tue 14:07
10 Wed 09:45
Wed 10:23
Wed 10:22
9 Wed 10:11
53 Wed 09:24
7 Wed 10:11
Wed 10:17
Wed 10:12
17 Wed 10:03
4 Wed 10:17
Wed 10:19
11 Wed 09:55
Wed 10:15
7 Wed 09:56
Wed 10:17
Wed 10:20
Wed 10:20
Wed 10:21
2 Wed 10:22
Wed 10:22
Office
As shownin theaboveexample,'duringtheworkinghours,theFingerservice
mayrevealinformationaboutaconsiderablenumberof users.
From an attacker'spoint of view, this informationis useful for tracking
conversationsin progressandseewheresomeone'sattentionis focused4.
The informationcontainedin the user lists is usuallyused by the attackers
duringthepasswordguessingprocesses.In thiscaseauserwhois notawareof security
precautions(for example,a userwho hassethis/hernamefor login passwordfor the
sakeof simplicity)maycompromisethesecurityof thehost.
The idle time (in minutes)may be usedto determineif a user'sattentionis
focusedon his/hersession.Regardingthis information,an attackercandeterminethe
correctimeto launchanattack.
4 D. Zimmerman,"The FingerUser InformationProtocol",RFC 1288,p. 8,1991.
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Theuser'shostnamecanbeusedto determinea trustrelation.If thetargethost
is knownto employnameor addressbasedauthentication,thiswill tell anattackerthat
thereturneduserandthemachinehe/sheis connectedfromis trusted.This information
canalsobeusedto breaktheuser'sconnectionby sendinganforgedICMP destination
unreachablemessageasdescribedin Chapter5.In thiscase,onlytheuser'sportnumber
will beunknowntotheattacker,whichis subjectobrute-force.
7.3DNS
The useof theDNS is vital for convenientInternetaccess.On theotherhand,
DNS posesa riskagainsthesecrecyof siterelatedinformation.
DNS providessensitiveinformationaboutan Internetsite: host namesand
addresses,organizationalstructureetc5. This situationmayposea numberof possible
impactsdependingontheattackers'purposes.For example,entriesof MX or NS types
(whicharedescribedin Chapter6) discloseinformationaboutthenamesandaddresses
ofmailandnameservers.Thesehostswill generallyprovideotherservicesknownto be
vulnerablewhich canbe furtheranalyzedby "port scanning"as discussedin thenext
section.
Furthermore,the HINFO record providesinformationabout hardwareand
operatingsystemsrunningonthepotentialtargethosts6.This informationcanbeusedto
exploitseveralimplementationspecificvulnerabilities(for example,theISN generation
mechanismemployedor errorsfoundin a supportedapplication).
7.4PortScanning
Port scannersareusefuldiagnostictoolsusedfor determiningif a givenservice
is available.However, the informationprovided by port scannersmay be of
considerableadvantageto anattackeraswell.
The mostcommonmethodfor scanningTCP ports,is sendingSYN segments
destinedfor theportsof thetargethost.Thenregardingwhetherthedestinationservice
is listeningor non-existing,thetargethost'sTCP will reply with a segmentcarrying
SYN or RST flags respectivelyfor eachsegmentreceived.In somesituations,TCP
portscanbescannedby usingtheFIN flagaswell. However,thisdependson a faultin
theimplmentationof TCP, thereforenotincludedhere7.
UDP portscanbe scannedby sendingUDP datagrams.An ICMP destination
unreachablemessagewill bereceivedif theportis notlistening8.
Theattackermayusethisinformationto determinetheavailabilityof vulnerable
services,or the degree of protectionprovided by the access control methods
implementedby thetarget.For example,a well configuredpacketfilteringrouterwill
5 W. R Cheswick, S. M. Bellovin, Firewal/sandInternetSecurity:Repellingthe Wily Hacker,
ProfessionalComputingSeries,pp.28-29.
6 Anonymous,MaximumSecurity:A Hacker'sGuidetoProtectingYourSiteandNetwork,Macmillan
ComputerPublishing,URL: ftp://arf.iyte.edu.tr/publinternetSecurity/fm/fm.htm,1998.
7 U. Maimon,"Port ScanningwithouttheSYN Flag",PhrackMagazin,Volume7, Issue49,File 15.
8 ibid.
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notpasstheuntrustedSYN segmentsthrough,asopposedto TCP wrappers.This will
beexplainedin thenextchapter.
7.5ISN Sampling
As describedin Chapter4, priorto launchinganIP spoofingattack,anattacker
hasto predicttheISN thatwill bechosenby thetarget.However,thisrequiressampling
ofthetarget'sISNs andRTTs betweeI!theattacker'sandtargethosts.
ISN samplingis doneby sendinglegitimateSYN segmentsandreceivingtheir
replies.RTT samplesmaybecollectedduringtheISN samplingprocess,howeverusing
ICMP echorequestandrepliesis alsopossible.
7.6RPC Portmapper
The RPC portmapperdisclosesinformationaboutRPC basedprotocols.Below
is anexampleoutputof therpcinfo -p host command:
program vers protopo t
100000
2tcp 111portmapper
100000
udp
4
9 9y serv201
7
10 4ypbind3
9
3pas wdd
6
7
695
8mountd
5
37ountd
3
2 4nfs
2
status6lockmgr24llock gr5
1
5rquotad
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Furthermore,RPC canusedto determinepatternsof trustbasedon NFS. The
showmount -e host commandcanbeusedfor suchpurposes.An exampleoutput
wouldbeasfollows:
Export
/root
/homel
/home2
list for arf.iyte.edu.tr
hostl.iyte.edu.tr
host2.iyte.edu.tr
host3.iyte.edu.tr
wherethehostarf allowshostshostl, host2 and host3 to accessto directories
/root, /homel and/home2, respectively.
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Chapter8
LIMITATIONS OF PREVENTION METHODS
Having the most commonsecurityproblemsin the TCP/IP protocol suite
described,in thischapterseveralcommonpreventionmethodswill beanalyzed.
This chapteraimsto be a backgroundfor thefollowingchaptersanddescribe
why securitypoliciesbasedon merelypreventiveapproacheswill be insecureand/or
inconvenientin severalsituations.
8.1TCP Wrappers
TCP wrappersareUnix hostsecuritytoolsthatprovideaccesscontrol,logging
andboobytrapsl.In this sectionthe first extensionof TCP wrappers,which is access
control,will beanalyzed.
TCP wrappersrely on a simplemechanism.In steadof directlyrunningthe
desiredserverprogram,thewrapperfirst comparestheclients'namesagainsttheirIP
addresses (DNS cross-check) and the entries in two configuration files:
/ete/hosts. allow and /ete/hosts. deny.When a client satisfiesthe access
conditions,thewrapperexecutesthedesiredserver.
Below areexampleTCP wrapperconfigurationfiles:
#hosts.allow
in.srntpd: ALL
#hosts.deny
ALL: hostl
in.ftpd: host2 host3
The first file describeswhich service: host combinationsare allowed.In
thisexample,theSMTP serviceis grantedto all clients.Thesecondfile describeswhich
of the service: host combinationsare disallowed.In the aboveexample,all
servicesaredeniedforhostl andFTP serviceis disallowedfor host2andhost3.
The service: host pairs that does not matchany of theseentriesare
allowed.
However,thesafestconfigurationis havinganALL: ALL in thehosts.deny
fileandallowingservicesonacaseby casebasisin thehosts.allow file2.
1 W. Venema,"TCP WRAPPER: Networkmonitoring,accesscontrolandboobytraps",Proceedingsof
theThirdUsenixUNIX SecuritySymposium,pp.85-92,1992.
2 T. Dawson,"Linux NET-3-HOWTO, Linux Networking",1997.
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This schememay provide a very simple and powerful defensein several
situations(if employedon every server).However, it shouldbe noted that TCP
wrappersareactiveonly afterthe initialconnectionis established,furthermoresource
IP addressesaretrusted.Therefore,TCP wrappersarevulnerableto IP spoofingand
portsC8.Jlningattacks.
8.2IDENT
The IdentificationProtocol, or IDENT, providesa meansto determinethe
identityof a userof a particularTCP connection.Given a TCP portnumberpair, it
returnsa characterstringwhich identifiestheownerof thatconnectionon theserver's
system.TheIDENT is specifiedin RFC14133.
An IDENT serverlistensfor TCP connectionson TCP port 113. Once a
connectionis established,theserverreadsa lineof datawhichspecifiestheconnection
of interest.If it exists,thesystemdependentuseridentifierof theconnectionof interest
is sentas thereply.The servermaytheneithershuttheconnectiondown or it may
continueto read/respondto multiplequeries.
IDENT was not designedfor accesscontrolor userauthenticationpurposes.
However,the"securityconsiderations"sectionofRFC 1413is worthnotingin orderto
understandwhyaccesscontrolbasedonsuchschemeswouldbeinsecure:
• The informationreturnedby thisprotocolis at mostas trustworthyas the
hostprovidingit OR theorganizationoperatingthehost.For example,a PC
in anopenlabhasfewif anycontrolson it to preventauserfromhavingthis
protocolreturnanyidentifiertheuserwants.Likewise,if thehosthasbeen
compromisedthe informationreturnedmaybe completelyerroneousand
misleading.
• The IdentificationProtocol is not intendedas an authorizationor access
controlprotocol.At best,it providessomeadditionalauditinginformation
with respectto TCP connections.At worst, it can provide misleading,
incorrect,or maliciouslyincorrectinformation.
• Theuseof theinformationreturnedbythisprotocolforotherthanauditingis
stronglydiscouraged.Specifically,usingIdentificationProtocolinformation
to makeaccesscontroldecisions- eitheras the primarymethod(i.e., no
otherchecks)or asanadjunctoothermethodsmayresultin aweakeningof
normalhostsecurity.
• An Identificationservermayrevealinformationaboutusers,entities,objects
or processeswhichmightnormallybeconsideredprivate.
Furthermore,Cheswickand Bellovin notethat,IDENT may causedenial-of-
service4.This canbe explainedasfollows:IDENT is TCP serviceandas explainedin
3 M. St.Johns,"IdentificationProtocol",RFC 1413,1993.
4 W. R. Cheswick, S. M. Bellovin, Firewa//sandInternetSecurity:Repellingthe Wily Hacker,
PwressionalCompotingSeries,AddisonWesley,P6~41,1994. IIIMI R YUKSEK TE~NOLD}i"E~STITO sO I
Chapter4, the availabilityof TCP servicesarevulnerableto SYN-flooding attacks.
Therefore,if a serverusestheIDENT for queryingits clients'identities(for example
for defeatingforgedTCP connections),situationsmay be createdwhere legitimate
clients'connectionsareblocked.
8.3One-timePasswords
A one-timepasswordis oneth<l:tchangeseverytime it is used.This scheme
providesa strongdefenseagainstreplayattacks,sinceevena usernameandpassword
pair is monitoredby an attacker,theattackercannot reusethis informationto obtain
unauthorizedaccess.
One-timepasswordsaregenerallybasedon securehashfunctions.For example,
a widelyusedone-timepasswordsystem:SIKEY which is definedin RFC 1760uses
theMD4 MessageDigestalgorithmdesignedbyRivest5,6.
Althoughcryptosystemsarebeyondthescopeof thisthesis,it shouldbe noted
that,regardlessof thestrengthof thealgorithmused,one-timepasswordsarevulnerable
toconnectionhijackingattacksasdescribedin Chapter4.
8.4Firewalls
This sectiongivesa briefdescriptionof firewalls'components,andthegeneral
philosophybehindsecuritypolicies basedon firewalls. Firewalls can significantly
improvethe levelof a site'ssecurity,furthermorein mostsituationsfirewallsseemto
providethemostcomprehensivesolutions.However,thereareproblemswith firewalls
as well. These problems,which will be describedin this section,fall into three
perspectives:ecurity,convenienceandperformance.
8.4.1PacketFiltering Routers
Packetfilteringis doneusuallyusinga routerwith packetdroppingcapability
insteadof a routerthatsimplyforwardsall IP datagramsbetweennetworks.Packet
filteringroutersparsethe headersof eachpacketandthenapplypredefinedrulesto
determinewhetherto forwardordropthepackets.Generallytheheaderfieldsthatmerit
attentionare:
• Packettype(TCP, UDP, ICMP, etc.)
• SourceIP address
• DestinationIP address
• TCPIUDP sourceport
• TCPIUDP destinationport
• TCP Flags
Packet filteringroutersshouldalso examinewhich of the router'snetwork
interfacesapacketarrivedat,andthenusethisasanadditionalfilteringcriterion.
5 N. Haller,"TheSIKEY One-TimePasswordSystem",RFC 1760,1995.
6 R. Rivest,"TheMD4 Message-DigestAlgorithm",RFC 1320,1992.
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Generally,packetfilteringrules are expressed,as a tableof conditionsand
actionsthatareappliedin a certainorderuntila decisionto forwardor dropthepacket
is reached.Whena particularpacketmeetsall theconditionsspecifiedin a row of the
table,theactionspecifiedin therow is carriedoue.
8.4.1.1TopologicalSolutionto IP SpoofingAttacks
Packetfilteringroutersrelyon addressbasedauthenticationwhich is subjecto
forgery.However,theycanbe usedto block spoofedIP datagramsby consideringa
simpletopologicalknowledge8.With thismethod,thepacketspurportingto be froma
localhostbutarrivingonanoutsideinterfaceof arouteraresimplydropped.
Table 8.1showstherulesetfor inbounddatagrams,whichwill implementhis
topologicalsolution:
Table 8.1Rulesetfor ImplementingtheTopologicalSolution
Rule DirectionS urceIP AddressDestinationIP AddressAction
A
In External Inter lpermit
B
Inte nal Anyd ny
While it providesa strongdefensein mostsituations,it shouldbenotedthatthis
solutionwill work only if no trust is grantedto outsidemachines9.Otherwise,IP
datagramspurportingto befromanoutsidetrustedhostwill satisfytheconditionA and
beforwardedtothedestinationhost.The importantprobleminthisconfigurationis that
therealworld is oftentoo complexto makesuchdecisions.Companiesoftenwishto let
supportpersonnelfromvendorsconnectin orderto diagnoseproblems,or theymaybe
engagedin joint ventureagreementswith othercompaniesandneedaccessto shared
resources10 .
8.4.1.2Filtering Invalid Datagrams
As notedin Chapter3, theattackersgenerallyforgethesourceIP addressesof
theirpacketswhenlaunchingdenial-of-serviceattacks.In severalsituationsthesuccess
of this kind of attacksdoesnot dependon thevalidityof theseaddresses,therefore
attackersmayuse invalid sourceaddressesfor thesakeof simplicity.Furthermore,a
particularattack,SYN-flooding specificallyrequiresthe use of invalid sourceIP
addressesfor thereasonsexplainedin Chapter4.
Therefore,a solutionwhichis generallyproposedfor defendingagainsthiskind
of attacksis filteringthepacketscarryinginvalidsourceIP addresses11. It shouldbe
: D. B. Chapman,"Network (In)SecurityThrough IP Packet Filtering", Proceedingsof the Third
USENIX UNIX SecuritySymposium,pp.2-3,1992.
8 R. T. Morris, "A Weaknesin the4.2BSDUnix TCP/IP Software",AT&T Bell Laboratories,Computing
ScienceTechnicalReportNo. 117,p. 3, 1985.
9 ibid,p. 3.
10 W. R. Cheswick, S. M. Bellovin, Firewa//sandInternetSecurity:Repellingthe WilyHacker,
ProfessionalComputingSeries,AddisonWesley,pp. 80-81,1994.
\1 ComputerEmergencyResponseTeam,"TCP SYN Flooding and IP Spoofing Attacks",CA-%.21,
CERT AdvisoryCA 95-01,January1995.
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notedthatgiventheIP addressrangesandseveralspecialcaseIP addresses(e.g.,net
IDs 127.0.0.0,10.0.0.0etc.)which mustnot appearas sourceaddresses(which are
explainedin Chapter3),thissolutiondoesnotrequiretoomucheffort.
However,thiswill not defendagainstsituationswhereanattackerdiscoversa
setof unassignedIP addressesor IP addressesbelongingto PCs whicharetemporarily
down(thiscanbeachievedby sendingICMP echorequestmessages).
8.4.1.3NetworkIngressFiltering
The internalinterfaceof a packetfilteringroutermaybe configuredto block
outboundpacketsthathavesourceaddressesfrom outsidethe internalnetwork.This
methodis called"networkingressfiltering" and limits the ability to launchsource
addresspoofingattacksfroma givennetwork,becauseanattackerwill onlybeableto
generatepacketswithinternaladdresses12.
Table 8.2 showsthe rulesetrequiredfor outbounddatagramsnecessaryfor
implementingthenetworkingressfiltering.
Table8.2Rulesetfor ImplementingtheNetworkIngressFiltering Method
Rule DirectionS urceIP AddressDestinationIP AddressAction
A
Out Inte nal Exte lP rmit
B
External AnyDeny
Figure 8.1 illustratesan exampleportionof the Internet.In this example,the
"router2" providesInternetaccesstothenetwork9.0.0.0/8,whereresidesanattacker.It
shouldbe notedthat,if this routeremploysan inputtrafficfilter on its ingress(input)
link, the attackerwill still be able to forge IP datagrams,howeverthe sourceIP
addressesof theseforgeddatagramswill berestrictedwithinthe9.0.0.0/8prefix.
An importantpointthatshouldbenotedis thatnetworkingressfilteringmethod
canbeeffective,but if takenin largescale.As moreInternetServiceProviders(ISPs)
configuretheirroutersto implementnetworkingressfiltering,thegroundfor launching
sourceaddresspoofingattacksmaybereduced13.However,largescaleimplementation
of networkingressfilteringdoesnot seemrealisticandoneshouldnot trustmeasures
outsideof one'sadministrativecontrol.
In addition,Mobile IP which is definedin RFC2002,is specificallyaffectedby
thismethod14.In mobileIP, traffictothemobilenodeis tunnelled,howevertrafficfrom
themobilenodeis nottunnelled.This resultsin packetsfromthemobilenode(s)which
havesourceIP addressesthat do not matchwith the networkwherethe stationis
attached.Thereforethe"reversetunneling"methodsmustbeemployedin orderto solve
theseproblems.
12P. Ferguson,D. Senie,"NetworkIngressFiltering:DefeatingDenialof ServiceAttacksWhichEmploy
IP sourceAddressSpoofing",RFC 2267,1998.
13SchubaC. L. etal, "Analysisof a Denialof ServiceAttackonTCP", IEEE Symposiumon Securityand
Privacy,1997.
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ISP A..- ISP B"- ISP C"- ISPD"-/ attackerRouter2 ..- 9.0.0.0/8
Router3/
12.0.0.0/8
Figure 8.1Location of an Attackerl5•
8.4.1.4Filtering Basedon Transport Layer Data
A packetfilteringroutercanblockTCP andUDP sessionsto or from specific
ports,thenonecanimplementpoliciesthatallowcertaintypesof connectionsto andJor
from specific hosts, but not other hosts. However, this scheme may pose
implementationproblemsin severalsituations.Thissectiondescribestheproblemsin IP
packetfilteringbasedontransportlayerdata.
8.4.1.4.1Port Numbers
Table8.3examplifiesa rulesetfor a networkwhereonlyoutboundandinbound
SMTP traffic is allowed.The importantpointto notehereis thata TCP connection
consistsof packetsflowing in two directions.Thus,rulesA andB, together,areneeded
to allowthe inboundSMTP connectionsand,ruleC andD to allow outboundSMTP
connections.In addition,in orderto makesuchfilteringdecisions,packetfilteringrules
shouldrelyon thedistinctionbetweenprivileged«1024) andnon-privileged(>=1024)
ports16.However, this distinctionis not statedin any RFC, and is thereforebest
regardedas a widely usedconvention,but not as a standard(for example,X servers
usuallylistenonport6000)17.
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IS P.Ferguson,D. Senie,"NetworkIngressFiltering:DefeatingDenialofServiceAttackswhichemploy
IP sourceAddressSpoofing",RFC 2267,p.5,1998.
16 D. B. Chapman,"Network(In)SecurityThroughIP PacketFiltering",Proceedingsof theThird
USENIXUNIX SecuritySymposium,p.8,1992.
17 ibid,p.7.
Table 8.3Rulesetfor Allowing OutboundandInbound SMTP Trafficl8•
Rule DirectionTypeSourceIPD stinationSourceDest.Action
Address
IP AddressP rtPo t
A
In TCPEx r alnternal>102325ll w
B
OutIn alExter l25>1023
CDE
Eith A yny A yAnyDe
Anotherimportantpointto noteis thattheseruleswill not protectthe servers
listeningon or aboveport 1024, fromanattacklaunchedfromport25 on anexternal
machine,which is certainlypossibleif theattackercontrolsthemachinetheattackis
comingfrom.RulesC andD, together,will allowsuchpacketsl9.Onewayto defeathis
kindof attacksis to considersomecontrolbits(e.g.,SYN, ACK) sothatexternalclients
cannotinitiateconnectionsfroma portnumbered25.Nevertheless,UDP sessionsare
connectionless,thereforefilteringrulesrelyingon SYN or ACK flagsarenotapplicable
andin this situationthepacketfiltersareforcedto relyon sourceportnumberswhich
aresubjecto forgery20,21.A solutionfor UDP is oftento disallowUDP entirelyexcept
for a specificexceptionforDNS22.However,blockingUDP will disallowmostofRPC
serviceswhichuseUDP, thusfilteringUDP resultsin a dilemma23.
Furthermore,RPC-basedservicesdo not reliablyappearon a givenUDP and
TCP portnumber.The associatedserverslistenon portsthatareassignedrandomlyat
systemstartup.The onlyRPC-relatedservicethatis well-knownis the "portmapper"
servicewhichlistensto itsclientsonportIll. Theportmappermapsinitialcallsto RPC
servicesto theassignednumbers,butthereis no suchequivalentfor a packetfiltering
router.ThissituationmakestheRPC basedservicesverydifficultto filtereffectivell4.
8.4.1.4.2IP Fragments
The existenceof IP fragmentationmakesthefilteringof TCP andUDP traffics
verydifficult.Exceptforthefirstone,fragmentsdonotcontainportnumbers,thusthere
is littleinformationonwhichtobaseafilteringdecision25,26.
18 D. B. Chapman,"Network(In)SecurityThroughIF PacketFiltering",Proceedingsof theThird
USENIXUNIX SecuritySymposium,p.8,1992.
19ibid,p.9.
20 ibid,p.9.
21 W. R. Cheswick,S. M. Bellovin,Firewa//sandInternetSecurity:Repellingthe Wily Hacker,
ProfessionalComputingSeries,AddisonWesley,pp.69-70,1994.
22 D. B. Chapman,"Network(In)SecurityThroughIF PacketFiltering",Proceedingsof theThird
USENIXUNIX SecuritySymposium,p.9,1992.
23 John P. Wack,Lisa 1. Carnahan,"KeepingYour SiteComfortablySecure:An Introductionto
Firewalls",NIST SpecialPublication800-10,p.28,1994.
24 D. B. Chapman,"Network(In)SecurityThroughIF PacketFiltering",Proceedingsof theThird
USENIXUNIX SecuritySymposium,pp'9-10,1992.
25 ibid,p.6.
26 W. R. Cheswick,S. M. Bellovin,Firewa//sandInternetSecurity:Repellingthe Wily Hacker,
ProfessionalComputingSeries,AddisonWesley,pp.56-57,1994.
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8.4.1.4.3FTP, Xll and DNS
At leastthreemajorservicesarenot handledwell by packetfilteringrouters:
FTP, XII andDNS.
The problemin FTP and XII filtering is thatthe normaloperationof these
protocolsrequiresincomingcallsto theuser'shost.In FTP, files aretransferredvia a
secondaryconnection,whichis initiatedbytheserver.Similarly,in XII, theuser'shost
is aserver.Thereforefilteringbasedonthedirectionof thecall is notpossiblewithXII
andFTP. The problemswith theDNS, concernthesensitivityof theinformationitself
as explainedin the previouschapter.DNS may cause the leakageof sensitive
information.However,insidehostsneedto usetheDNS to reachoutsidesites27.
8.4.2Application Gateways
To countersomeof the weaknessesassociatedwith packetfilteringrouters,
frrewallsneed to use softwareapplicationsto forward and filter connectionsfor
services.Suchanapplicationis referredto asa "proxy"service,whilethehostrunning
theproxyserviceis referredto as an"applicationgateway,,28.It shouldbe notedthat
applicationgatewaysrepresenttheoppositeextremein firewalldesign:ratherthanusing
ageneralpurposemechanismto allowdifferentkindsof trafficto flow, specialpurpose
codeisusedfor desiredapplications29.
Applicationlevelgatewaysandpacketfilteringroutersaregenerallycombined
toprovidehigherlevelsof securityandflexibilitythanif eitherwereusedalone.
The following exampleconcernsa sitewhich blocks all incomingTELNET
connectionsusinga packetfilteringrouter.TherouterallowsTELNET packetsto go to
one host only, the TELNET applicationgateway.An externaluser who wishes to
connecto a sitesystemwill haveto connectfirstto theapplicationgatewayandthento
thedestinationasfollows30:
1. TheuserfrrstTELNET to theapplicationgatewayandentersthenameof an
internalhost.
2. The gatewaycheckstheuser'ssourceIP addressandacceptsor rejectsit
accordingto anaccesscriterion.
3. Theusersuppliesa password.
4. The proxy servicecreatesa TELNET connectionbetweenthegatewayand
theinternalhost.
27 W. R. Cheswick,S. M. Bellovin,FirewallsandInternetSecurity:Repellingthe Wily Hacker,
ProfessionalComputingSeries,AddisonWesley,p.57,1994.
28 John P. Wack,Lisa 1. Carnahan,"KeepingYour Site ComfortablySecure:An Introductionto
Firewalls",NIST SpecialPublication800-10,p.29,1994.
29 W. R. Cheswick,S. M. Bellovin,FirewallsandInternetSecurity:Repellingthe WilyHacker,
ProfessionalComputingSeries,AddisonWesley,p.75,1994.
30 John P. Wack,Lisa 1. Carnahan,"KeepingYour Site ComfortablySecure:An Introductionto
Firewalls",NIST SpecialPublication800-10,p.29,1994.
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5. Theproxyservicethenpassesbytesbetweenthetwoconnections.
6. Theapplicationgatewaylogstheconnection.
The importantadvantageof thisschemeis thatthesecurityof sitesystemsrely
on a singlepointof accessandonly desiredservicesareallowed.Therefore,firewall
administratorsarenotworriedaboutinteractionsamongdifferentpacketfilteringrules,
noraboutthelevelof securityprovidedby eachinternalhost31.
In orderto takethe advantageof this schemeapplicationgatewaysgenerally
employmoresophisticatedaccesscontrolrulessuchasone-timepasswords.
Anotherbenefitof usinganapplicationgatewayis informationhiding,in which
thenamesof internalsystemsneednotnecessarilybemadeknownvia DNS to outside
systems,sincethe applicationgatewaymay be the only host whosenamemustbe
known.
Application gatewayscan also be used to log and filter all incoming and
outgoingtraffic.For example,FTP connectionscanbecontrolledto denytheuseof the
FTP put command,which is useful to defendagainstthe attacks,which involve
depositingof fake informationor maliciouscode to a targethost, or flooding the
secondarystorageunits(suchas disks)of a serverby uploadingunlimitedamountof
data.
On the other hand applicationgatewayssuffer from at least one security
problem:TCP connectionhijackingattackswhichprovidesa meansfor bypassingone-
timepasswords.
8.4.3Circuit-Level Gateways
Another firewall type that is sometimesincluded under the categoryof
applicationgateway,is circuit-levelgateway.A circuit-levelgatewayrelays TCP
connectionsasanapplicationgateway,butdoesno extraprocessingor filteringof the
protocols32.
8.4.4GenericProblems
Firewalls suffer from severalproblems,which are independentof the design
approaches.This sectionfocusesontheseproblems.
8.4.4.1Inside and OutsideAttacks
Froma firewalladministrator'spointof view,a firewalldividestheInternetinto
two logicalregions:the protectednetworkwhichresidesbehindthe firewall (inside)
andtherestof the Internet(outside).Therefore,regardingwhetherthe attacker'sand
31 W. R. Cheswick, S. M. Bellovin, Firewa/lsandInternetSecurity:Repellingthe WilyHacker,
ProfessionalComputingSeries,AddisonWesley,p. 75, 1994.
32 John P. Wack, Lisa 1. Carnahan,"Keeping Your Site ComfortablySecure:An Introductionto
Firewalls",NIST SpecialPublication800-10,pp.31-32,1994.
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targethostsresideinsideor outsidethe firewall,the attacksin the Internetcan be
groupedinthefourcategorieslistedin Table8.4.
Table8.4PossibleLocations
of anAttacker andTarget.
# AttackerTa get
1
OutsidOutside
2
Insid
3
Inside
4
By its naturea firewallprovidesdefenseagainsttheattacksthat fall into the
secondcategoryshown in Table 8.4 wherean outsideattackerlaunchesan attack
targetinganinsidemachine33.
Attacksthatfall into the first categoryarethe onesoriginatedfrom external
hostsand targetingotherexternalhosts.Thereforetheyare totally invisible to the
protectednetwork.At firstglancethis typeof attacksdoesnot seemto poseanyrisks
againstheinternalnetwork,howeverthereareimportantexceptions.For example,the
targetmaybeanexternaltrustedhostand,onceit is compromisedit canbeusedas an
intermediarystepto the insidenetworkandfirewallsarenotableto know whethera
givenpatternof trustis breachedornot.
Anotherimportantypeof attackthatis nothandledby firewalls,is the fourth
onewhereboththeattackerandthetargetareinsidetheprotectednetwork.Examplesto
thiskindof attackswouldbe:aninsideuser(legitimateor not)who launchesanattack
to anotherinternalhost,or aninsidehostwhichis compromisedandusedasan origin
for furtherattackstargetingotherinternalhosts.
8.4.4.2Public Services
It is generallynecessaryto supportvariouspublic services.These include
SMTP, WWW andanonymousFTP. It shouldbe notedthatit is almostimpossibleto
apply pre-definedaccesscontrol rules for theseservices.On the other hand, as
describedin Chapter4, SYN-flooding attacksposea serioussecurityrisk againstthe
availabilityof TCP services,andsinceaccesscontrolmechanismsrelyingon trustare
notapplicableto publicTCP services,theyarenotprotectedatall.
Solutionsfor SYN-floodingattackswill bediscussedin Chapter10.
8.4.4.3Ease-of-useagainstSecurity
In configuringafirewall,adecisionmustbemadeasto whethersecurityis more
importantthan ease-of-use,or vice versa. There are two basic approachesthat
• hO fl" 34summarIest IScon Ict :
33 Exceptthenetworkingressfilteringmethodwhich is proposedto defeatIP spoofingattacksfalling in
thethirdcategory.
34 M. 1. Ranum, "Thinking About Firewalls", Proceedingsof Second InternationalConferenceon
SystemsandNetworkSecurityandManagement,p. 2,April 1993.
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• Thatwhichis notexpresslypermittedis prohibited.
• Thatwhichis notexpresslyprohibitedis permitted.
Where,in the formercase,thefirewallmustbe designedto block everything,
andservicesmustbeenabledon a case-by-casebasisonlyaftera carefulassessmentof
needandrisk. This tendsto impacttheusersdirectlyin termsof ease-of-use35.For
example,applicationlevelgatewaysgenerallyrequiremodifiedclient softwaresor a
(Ilodificationin userbehaviour(theuserhasto firstconnectotheFirewallasopposed
to connectingdirectlyto thehost).
In the secondcase,the systemadministratorsareplacedin a reactivemode,
havingto predictuserbehaviourwhich mightweakenthesecurityof thesitesystems,
andpreparingdefensesagainsthem.In thissituationa usercangenerallycompromise
thesecurityof thehostsif theyarenotawareof reasonablesecurityprecautions3.
On the other hand, this conflict may impact the systemadministrators
themselvesaswell. For example,defendingagainstseveralICMP attacksdescribedin
Chapter6, maynecessitethefilteringof ICMP traffic,whichwill makesomeuseful
ICMP basedadministrativetoolsunavailable.Anotherexamplewouldbethefilteringof
thesourceroutedtrafficin ordertodefendagainstrisksexplainedin Chapter4.
A proposedsolutionto this conflict,is assumingthatsecurityis alwaysof a
higher-prioritythanease-of-use3?
8.4.4.4Securityof theFirewalls Themselves
Another importantpoint is that,the firewallsare accessibleto the outsiders.
Therefore,theymustbe as secureas possibleto defendagainsttheattackstargeting
themselves,whichis notconvenientin all situations.
8.4.4.4.1PacketFiltering Routers
As describedin Chapter6, thereexistseveraldenial-of-serviceattackstargeting
the routers. Therefore,packet-filteringroutersmust be configuredso as to be
invulnerabletotheseattacks.For example,aroutermustnotrespondto, norforwardthe
ICMP echo traffic in order to defendagainstICMP echo flooding attacks.More
specifically,it mustsilentlydiscardthe ICMP echoandreplymessagesdestinedfor
broadcastaddressesin orderto defenditselfagainsthe"smurf' attacks.However,these
solutionswill resultin inconvenienceasmentionedabove.
8.4.4.4.2Application Gateways
If anapplicationgatewaycouldbepenetratedandreconfigured,it couldpermit
open accessto any host within the privatenetwork.Therefore,a designgoal in
35 M. 1. Ranum, 'Thinking About Firewalls", Proceedingsof Second InternationalConferenceon
SlstemsandNetworkSecurityandManagement,p. 2, April 1993.
3 ibid,p. 2.
31 M. J. Ranum,"A NetworkFirewall",Proceedingsof World Conferenceon SystemAdministrationand
Security,pp. 1-2,July 1992.
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applicationgatewayshouldbebeingrelativelyunobtrusive,servicesshouldbemaketo
workasif thegatewayis notthereatall, ifpossible38.
8.4.4.5Throughput
Regardlessof the design,a firewall maycausereducedthroughput,sinceall
incomingtrafficmustbecheckedagainstseveralsecuritycriteriabeforeit is allowedor
denied39.
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38 M. 1.Ranum,"A NetworkFirewall",Proceedingsof World Conferenceon SystemAdministrationand
Security,p. 1,July 1992.
39 W. R. Cheswick, S. M. Bellovin.,Firewallsand InternetSecurity:Repellingthe Wily Hacker,
ProfessionalComputingSeries,AddisonWesley,p. 74, 1994.
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Chapter9
DISCUSSION: NETWORK SECURITY MONITORING
9.1Overviewof NetworkMonitoring
Network monitoringtools areusedto captureanddisplaypacketsexchanged
betweendifferenthostsin a network.Theyhelpdevelopersandmaintainersof software
to detectandsolvenetworkproblems.Networkmonitoringtools canalsobe usedto
monitorperformanceof communicationsoftware.Nevertheless,thischapterfocuseson
thebenefitsof networkmonitoringinthecontextof networksecurity.
Most commerciallyavailablenetworkmonitorsarestand-aloneunitsdedicated
tomonitoringspecificprotocols.However,anetworkmonitorintegratedwitha general-
purposeoperatingsystemrunningon a workstationhasseveralimportantadvantages
overa dedicatedmonitor1:
• All thetoolsof theworkstationareavailablefor manipulatingandanalyzing
packettraces.Problemsolving requiresappropriatediagnostictools and
ideallythesetoolsshouldbeavailablewheretheproblemsare.
• A usercanwritenewmonitoringprogramsto displaydatain novelways,or
to monitorneworunusualprotocols.
Thereforean integratednetworkmonitorappearsto be far moreusefulthana
dedicatedone.Currently,therearethreemajorapproachesfor capturingpacketsin a
workstation:
1. KernelLevelDemultiplexing
In manyoperatingsystems,networkcoderesidesin thekernel.In thiscasedata
is typicallydemultiplexedto userend-pointsbyprocessingpacketsthroughtheprotocol
layersin thekernel.Each layerof theprotocolstacklooksat its correspondingheader
anddemultiplexesthepacketo thenexthigherlayerof thestack,untiltheuserprocess
receivesthepacket.Suchkerneldemultiplexingis efficient,requiringminimalcontext
swichingand systemcalls per packet.However,kernellevel networkcodeis much
harderto writeanddebug2:
• Eachtimeabugis found,thekernelmustberecompiledandrebooted.
• Bugsin kernelcodearelikelyto causesystemcrashes.
• Functionallyindependentkernelmodulesmay have complexinteractions
oversharedresources.
• Kernel-codedebuggingcannotbedoneduringnormaltime-sharing;single-
user time mustbe scheduled,resultingin inconveniencefor time-sharing
usersandoddworkhoursfor systemprogrammers.
1 1. C. Mogul, R. F. Rashid,M. 1.Accetta,"The PacketFilter: An Efficient Mechanismfor User-level
NetworkCode",Proceedingsof 11thSymposiumon OperatingSystemsPrinciples,ACM pp. 39-51,p. 2
(reprinted),November1987.
2 ibid,p. 14.
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• Sophisticated ebuggingandmonitoringfacilitiesavailablefor developing
user-levelprogramsmaynotbeavailablefordevelopingkernelcode.
• Kernelsourceis notalwaysavailable.
2. UserLevelDemultiplexing
In spite of the drawbacks,networkcode is still implementedin the kernel
becausethedrawbacksof puttingit outsidethekernelseemworse.User levelnetwork
codesuffersfromtheoverheadof contextswitchesandsystemcalls:witheachreceived
packet,thesystemmustswitchintothedemultiplexingprocessandthenswitchagain
whentheintermediateprocesstransfersthepackettothefinalrecipientprocess3.
3. PacketFilters
To overcomethedisadvantagesof theabovetwo approaches,theideaof packet
filteringwas developed4,5,6.A packetfilter is essentiallya kernelagentcloseto the
networkdevicethat checksincomingpacketsand sendsthemto appropriateuser
endpoints.Each endpointprovidesa specificationof thepacketsit wants,givingjust
enough information to be able to identify desired packets.The packet filter
demultiplexesall packetsthat satisfy a particularspecificationto the associated
endpoints.The specificationis protocol independent,thus allowing the filter to
demultiplexpacketsbelongingto anyprotocol.Packetprocessingis lefttotheendpoint.
This schemecombinestheadvantagesof kernelanduserleveldemultiplexing.
9.2The Needfor a Network SecurityMonitor
1. Completepreventiondoesnotseemrealistic
In the previouschapter,severalimportantproblemswith preventivemeasures
weredescribed.Theseproblemsaregenerallycausedby theauthenticationweaknessin
IPv4 andleakageof sensitivedata.Thereforesuchmeasuresdo not seemcompletely
workableuntil cryptosystemsbecomedefactostandards.However,a networksecurity
monitor can employ intrusion detectionmethodswhere preventivemeasuresare
insecureor inconvenient.
2. Mostofthethreatresidesatlowerlayers
As describedin thepreviouschapters,thereexitsimportantvulnerabilitiesin the
link, internetandtransportlayersof theTCPIIP suite.It shouldbenotedthatno matter
how secureit is, applicationdatais encapsulatedwithin theseunreliableprotocols.
Therefore,oneshouldhaveinstantaneousaccessto low leveldatain orderto seewhat
3 M. Jayaram,R. K Cytron, "Efficient Demultiplexingof Network Packetsby AutomaticParsing",
WashingtonUniversity Departmentof ComputerScienceTechnicalReport: WUCS-95-2l, p.2, July
1995.
4 1. C. Mogul, R. F. Rashid,M. 1.Accetta,"The PacketFilter: An Efficient Mechanismfor User-level
NetworkCode",Proceedingsof 11th Symposiumon OperatingSystemsPrinciples,ACM pp. 39-51,p. 2
(reprinted),November1987.
5 SUN MicrosystemsInc., "NIT (4P); SunOS 4.1.1 ReferenceManual", Part Number: 800-5480-10,
October1990.
6 S. McCanne,V. Jacobson,"The BSD PacketFilter: A New Architecturefor User-levelPacketCapture",
1993WinterUSENIX Conference,January1993.
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trafficis actuallyon itsnetwork.By itsnaturea networkmonitorcanaccessall protocol
fieldsof packetsin transit.
3. Packetlogscanrevealvaluableinformation
Sincea networkmonitorhasaccessto all protocoldataat four layersof the
TCPIIP suite,it is possibleto log criticalinformationconsideringeachlayer.Theselogs
can reveal import~ntinformationabout differentnetworkbasedattacksand new
vulnerabilitiesin theprotocols.
-I. Invisibilityis important
Another advantageof a networkmonitoris that it can be hiddenfrom the
attackersbecauseit passivelylistensto networktraffic.Althoughan attackerhasfull
knowledgeof the techniques(and possiblytheir sourcecodes)usedby the monitor
he/shecannotaccessit norexploitdesignfaultsin orderto obtainunauthorizedaccess
tothemonitoritself.
9.3DesignIssues
1. High-speed,largevolumemonitoring
A networksecuritymonitorshouldbeableto processlargevolumesof network
dataathighspeeds.For example,if thelink is anFDDI ring,themonitoringwill require
a meansto capturetrafficat speedsof up to lOOMbpsandthevolumeof trafficover
sucha link may be 20GB/day?Therefore,the unnecessarynetworkdatashouldbe
filtered.A kernelpacketfilterwill begenerallythebestchoicefor suchpurposessince
it minimizesthecontextswitchingandsystemcall overheads,which is of considerable
advantagein highspeedmonitoring
2. Avoidingpacketdrops
If anapplicationusinga packetfiltercannotprocesspacketsasquicklyasthey
arriveon the monitoredlink, thenthe filter buffersthepacket'for laterconsumption.
However,eventuallythefilterwill run outof bufferandat this pointit will dropany
furtherpacketsthatarrive.From a securitymonitoringperspective,packetdropscan
completelydefeatthe monitoring,since missingpacketsmay containexactlythe
interestingtrafficthatidentifiesaparticularattack8.
3. Securityof themonitoritself
Anotherpointthatmustbe consideredin networksecuritymonitordesign,is
thatanattackerwill eventuallyhavefull knowledgeaboutthemonitorandattempto
launchattacksagainstit. Althougha networkmonitorcanbeeasilyconfiguredto defeat
unauthorizedaccessat itself,it canbe still exposedto denial-of-serviceattacks.In this
caseall sitesystems,whichrelyonthesecurityof themonitor,maybe leftdefenseless.
A possibleformof denial-of-serviceattackagainsthemonitorcanbeoverloadingthe
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7 V. Paxson,"Bra:A Systemfor DetectingNetworkIntrudersin Real-Time",Proceedingsof the7th
USENlX SecuritySymposium,pp.1-2,January1998.
8 ibid,p. 2.
monitorin orderto causeit to droppackets.A possibledefensestrategyagainstsuch
attacksmay be leavingsomedoubtaboutthe exactpowerand typical load of the. ')momtor.
9.4Logging
In orderto constructmoreinformationaboutattacks,onewill needasmuchas
dataaspossiblefromwhichto drawinferencesanddeterminewhatactuallyhappened
10. As mentionedabove,a networkmonitoris ableto recordnetworkdataincludingall
criticalinformationconsideringeachlayer.
Ideally,onewouldwantto havea recordof everysinglepacketthatcrossedthe
networkduringatimeperiodaroundanattackhoweverthismaynotbealwayspossible
for thefollowingreasonsll:
• Secondarystoragecapabilitiesarelimited.
• It is difficultto drawinferencesfromlow-leveldata.
Therearethreemajorquestionsthatmustbe answeredin orderto overcome
thesedifficulties:
1. Whatshallbelogged?
In orderto answerthisquestiononemusthavea securitypolicy,hencedefine
his/herassetsandtherisksassociatedwith them.Therefore,a decisionhasto be made
aboutthehostsandserviceswantedto beprotected.Earlydroppingof packetsthatare
not destinedfor thesesocketswill help in reducingthe storagerequirementsand
unwantedpacketdrops.
However, determining the risks requlfes knowledge about particular
vulnerabilitiesfound in differentprotocols.For example,logging informationabout
sourceIP addresseswill nothelpin determiningIP spoofingattacks.More information
suchasEthernetaddresseswill be generallyneededin orderto differentiatebetween
packetsreceivedfromoutside(containingthesourceEthernetaddressof a router)and
thosereceivedfrom insidetrustedhosts.ACK segmentscan help in determiningthe
ACK stormscausedby TCP connectionhi-jackingattacks,and SYN segmentswill
generallycontainvaluableinformationconcerningSYN flooding,port scanningand
ISN samplingattempts,thereforeshouldbe logged.ICMP messagetypesandcodes
shouldbe alsologgedsincetheycanrevealinformationaboutICMP baseddenial-of-
serviceattacks.
As a result,knowledgeaboutthesecurityproblemsfoundintheprotocolscanbe
usefulin managinglogs.However,thesuccessof suchmeasureswill generallydepend
onthelevelof expertiseof thesecurityadministrators.
9 V. Paxson,"Bro: A Systemfor DetectingNetwork Intrudersin Real-Time", Proceedingsof the 7th
USENIX SecuritySymposium,pp. 10-11,January1998.
10 M. 1. Ranum,NetworkFlight RecorderInc., "NetworkForensics:NetworkTraffic Monitoring",White
Paper,URL: http://www.nfr.net/forum/publications/monitor.html.1997.
11 ibid.
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2. How it will bepresented?
Anotherimportantdecisionthathasto be madeconcernsthe form of thedata
ratherthanits content.The humanmindis a powerfultool for seeinginformation.Fed
with the correctdata,presentedcarefully,it will draw interestingconclusionsvery
quickly12. However,choosingthecorrectdataandpresentingit in an appropriateway
maynotbeeasyin all situations.Therearetwobasicfactsthatsummarizestheconflict
in logpresentation:
• It is difficultto drawinferencesfromlow-leveldata.
• High-leveldatacanmissvaluableinformation.
Besidesits storagedifficulties,low-levelnetworkdatausuallycontainslarge
amountsof informationbothhardto track andconvey.For example,TCP sequence
numberfailuresobservedin a given connectionmaybe thesignof sequencenumber
attack attempt.However, this requires the comparisonof all sequenceand
acknowledgmentnumbers,which is notpractical.Althoughintrusiondetectionsystems
canhelpin suchsituations,thesecurityadministratorswill generallydesiresummaries
ratherthan raw data,such as informationaboutthe initiatorof a connection,the
duration,the amountof datatransferred,and·possiblythe states.followed.However,
thesesummariesmaymissimportantlow-levelanomalies,whichcouldpointto specific
signsof attacks.In addition,differentactivities,whichseemlegitimatewhenanalyzed
separately,canbe in facttheparticularstepsof anattack.Therefore,crosscheckingof
networkactivitiesmaybe needed,as well. Anotherpointthatmustbe consideredin
datasummarisingis thatit will requiretheprocessingof rawdataathighspeeds.
3. Whenshall bediscarded?
It is easierto throwaway datalaterthanit is to get it back. Therefore,the
networkactivitylogs shouldbe conservedfor as long as possible13.From a security
perspective,pastlogswill generallymeritconsiderableattentionsincetheycanreveal
interestingcommonalitiesamong different observationsand lead the security
administratorsto note particularsigns about different attacks,vulnerabilitiesand
possiblyanindividualattacker.
9.5Intrusion Detection
In thepreviouschapterseveralimportantfailuresin preventiveapproacheswere
described.Thereare importantcaseswherepreventiontechniquesarenot acceptably
secure.Furthermore,the well-known conflict betweensecurityand convenienceis
mostlycausedby suchmeasures.Anotherissueis authentication.Suchmeasuresare
generallybasedon patternsof trust,howeverproperauthenticationdoesseempossible
withouttheuseof cryptographicmethods.
In thissectionanalternativeapproachto computerandInternetsecuritywill be
overviewed:detection.A network securitymonitorcan employ intrusiondetection
12 M. 1.Ranum,NetworkFlight RecorderInc., "NetworkForensics:NetworkTraffic Monitoring",White
Paper,URL: http://www.nfr.net/forum/publicationslmonitor.html.1997.
13 ibid.
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methodssothatattacksexploitingthevulnerabilitiesin theprotocolscanbedetectedin
real-timel4
Currentapproachesto detectingintrusioncan be classifiedinto two major
categories15:
1. AnomalyDetection
-
Anomalydetectiontechniquesassumethatall intrusiveactivitiesarenecessarily
anomalous.This meansthat if one could establisha "normalactivityprofile" for a
system,it would be possiblefor him/herto flag all systemstatesvaryingfrom the
establishedprofileby statisticallysignificantas intrusionattempts.However,if theset
of intrusiveactivitiesonly intersectsthe setof anomalousactivitiesinsteadof being
exactlythesame,twopossibleproblemsmayarise:
• False positives:anomalousactivitiesthat are not intrusive,flagged as
intrusive.
• Falsenegatives:intrusiveactivitiesthatarenotflaggedintrusive.
The mainissuein anomalydetectionthusbecomestheselectionof threshold
levelssothatneitherof theaboveproblemsisunreasonablymagnified.
The primarydisadvantageof anomalydetectionsystemsis thatattackerswho
knowthattheyarebeingmonitoredcantrainsuchsystemsovera lengthyof timeto the
pointwhereintrusivebehaviouris considerednormal.
In the next chapteran anomalydetectionmethodfor detectingTCP SYN-
floodingattackswill bediscussed.
2. MisuseDetection
Theconceptbehindmisusedetectionschemesis thattherearewaysto represent
attacksin the form of a signatureso thatevenvariations·of the sameattackcan be
detected.The mainissuesin misusedetectionsystemsarehowto writea signaturethat
encompassesall possiblevariationsof anattack,andhowto writesignaturesthatdonot
alsomatchnon-intrusiveactivity.
The primarydisadvantageof this approachis that it looks for only known
vulnerabilitiesandis of littleusein detectingunknownfutureintrusions.
14B. Mukherjee,L. Heberlein,K Levitt,"NetworkIntrusionDetection",IEEE Network,8(3),pp.26-41,
May/June 1994.
15 A. Sundaram,"An IntroductiontoIntrusionDetection",URL:http://www.acm.orgicrossroadslxrds2-4
/xrds2-4.htrnl,1996.
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Chapter10
CASE STUDY: DEFENDING AGAlNST SYN-FLOODING ATTACKS
10.1Host BasedApproaches
In order to immunizeservermachinesagainstSYN-flooding attacks,two
differentmeasuresaregenerallyproposed1:
1. DecreasingtheSYN-RECEIVED statetimeoutvalue.
2. Increasingper-portbacklogqueuelimit.
As mentionedin Chapter4, the timeoutvalue associatedwith the SYN-
RECEIVED stateis generally75 seconds.Decreasingthisvaluewill reducethetimea
half-openconnectionwill occupythebacklogqueue,thereforethedurationof denial-of-
serviceaftertheattack.However,a timeoutvaluesettoo shortwill increasetherisk of
abortinglegitimateconnectionsoverlow-speedpaths.
As for thesecondchoice,whichis increasingthebacklogqueuelimit, it depends
onphysicalmemorycapacities.Eachentryin thebacklogqueuewill allocateanamount
of memorywhich may be differentfor differentimplementationsof TCP. In Sun
MicrosystemsSecurityBulletin on SYN-flooding attacksa queuelengthof 8,192is
proposed2.
It shouldbe notedtheupperlimit to thelengthof thebacklogqueueis loosely
definedandit is notguaranteedthatagivenlengthwill sufficein all situations.
10.2Firewall Solutions
In thissectionseveralFirewallbasedsolutionsto theSYN-flooding attackswill
beexplained.Thesesolutionsarealreadyimplementedbyseveralvendors3,4.
10.2.1Circuit Level Gateway
This approachrequiresacircuitlevelgateway.Thegatewaymachineanswersan
incomingconnectionrequeston behalfof the destinedserver,controlsif the 3-way
handshakesuccessfullycompletesand establishesa secondconnectionto the server
onlyaftertheclientcompletesthe3-wayhandshake.Thenthegatewayactsasrelayby
copyingbytesfromthesenderto thedestination.Theoperationof circuitlevelgateway
is illustratedFigure 10.1.An importantadvantageof this schemeis thata targethost
never receivesforged SYNs. However, there are two major problemswith this
approach.First,thefirewallitselfmustnotbevulnerableto SYN-floodingattacks.
1 CISCO SystemsInc., "DefiningStrategiesAgainstTCP SYN Denialof ServiceAttacks",WhitePaper,
September1996.
2 SUN MicrosystemsInc., "SUN's TCP SYN FloodingSolutions",SUN MicrosystemsSecurityBulletin
#00136,October1996.
3 L. S. Laboratories,"Livermore SoftwareLab. AnnouncesDefenseagainstSYN Flooding Attacks",
October1996.
4 c.P.S.T. Ltd, "TCP SYN FloodingAttackandtheFirewall-l SYNDefender",October1996.
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CLIENT FIREWALL SERVER
SYN
SYN,ACK
AC
........-.........data
_ _.. data
AC
......, - data .
L _..data - .
Sequencenumber
convertion
Figure 10.1Circuit-levelGateway.
Second,by its naturethe circuit level gatewayintroducesnew delaysfor legitimate
connections,bothatconnectionestablishmenttimeandfor eachdatapacket.
Whenthe3-wayhandshakeis notcompletedby agivenclient(for example,the
final ACK segmentdoesnot arrive),the firewallterminatesthatconnection,andthe
serverneverreceivesthepacketsfromthatclient.This is illustratedinFigure 10.2.
ATTACKER
SYN
FIREWALL TARGET
SYN,ACK
~
lost
Figure 10.2Circuit-levelGatewayFilters the
Attack.
10.2.2Semi-transparentGateway
With this approach,the firewall allows SYN and ACK segmentsto pass
through,as opposedto thecircuit levelgatewayapproach.However,it monitorsthe
81
TCP traffic and reactsto it. Schubaet al call this kind of a firewall as a "semi-
transparentgateway"s.
When a SYN segmentdestinedfor an internalhost is observed,the firewall
waitsfor theserver'sanswer(a segmentcontaininga SYN andACK), thenreactsby
generatingthenecessaryACK segmenton behalfof theclient.This completesthe3-
wayhandshake.If theclientis legitimate,it sendsitsownACK segment,resultingin a
duplicateACK. However,TCP canhandleduplicatesegments.The client'sACK is
silentlydiscardedby theserver,theconnectionis alreadyestablishedanddataflows in
bothdirections,withoutanyfurtherfirewall intervention.This is illustratedin Figure
10.3.
ATTACKER FIREWALL TARGET
..-SYN,ACK
............~ .
.........- .
SYN
ACK
ACK
data
.•..........._. data
..........................
.................. - .
Figure 10.3Operationof a Semi-transparent
GatewayDuring Normal Operation.
In thecaseof an attack,theclient'sACK areneverseen,then(aftera timeout
period)thefirewall sendsa RST packetin orderto closetheconnection.Figure lOA
illustratestheoperationof a semi-transparentgatewaywhena SYN segmentappearsto
beillegitimate.
The obviousadvantageof this schemeis thatthe firewall doesnot causeany
delayto legitimateconnections.However,thetimeoutperiodbeforebreakingincorrect
connectionsis looselydefinedanda smalltimeoutperioddeniesaccessto legitimate
clients.Furthermore,a flood of SYNs will result in a largenumber(undefined)of
establishedconnectionsat thetargethosts,whichwill representextraloadsfor these
hosts.Schubaetalcall thissituationas"servicedegradation,,6.
5 SchubaC. L. etaI, "Analysisof a Denialof ServiceAttackonTCP", IEEE Symposiumon Securityand
Privacy,1997.
6 ibid.
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ATTACKER FIREWALL TARGET
..- SYN,ACK I
lost
timeout
Figure 10.4Reactionof Semi-transparent
GatewayagainstHalf-openConnections
10.3Synkill
A methodproposedby Schubaet al is basedon theclassificationof sourceIP
addressesof theclientsandkeepingtrackof theTCP 3-wayhandshakesas described
above? The tool employingthis methodis called Synkill. Synkill runs on a
networkmonitor.
10.3.1Algorithm
Synkill algorithmclassifiesthesourceIP addressesasfollows:
• NULL: Addressesthathaveneverseen.
• GOOD: Addressesbelongingto correctlybehavinghosts
• NEW: Potentiallyspoofedaddresses
• BAD: Most certainlyspoofedaddresses
• PERFECT: AddressesthatareadministrativelyconfiguredasGOOD
• EVIL: AddressesthatareadministrativelyconfiguredasBAD
Synkill performsseveralprocessingstepson everyTCP packetobservedby
thenetworkmonitor.Thesestepscanbedividedinto:
• Address pre-filtering,where the observedaddressesare classified as
describedabove.
• A decisionprocessbasedon a statemachineto determinecorrectstate
membershipandactions.
7 SchubaC. L. etaI, "Analysisof a Denialof ServiceAttackonTCP", IEEE Symposiumon Securityand
Privacy,1997.
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Synkill, thentakesoneof thetwopossibleactions:
• SendRST segmentswheneverit observesconnectionestablishmentsfrom
impossible,BAD or EVIL addresses,in order to releasethe resources
allocatedatthedestinationhostfor connectionestablishments.This is shown
in Figure 10.5.
ATTACKER MONITOR TARGET
SYN,ACK
~
lost
SYN
RST
Figure 10.5Reactionof Synkill againstBAD or
EVIL Addresses.
• CompletetheTCP connectionsbygeneratingthethirdmessageof the3-way
handshake,andsendingit totheserverasshownin Figure 10.6.Thepurpose
of thisactionis to movea connectionquicklyfromtheSYN_RECEIVED to
ESTABLISHED state.ThenSynkill resetstheconnectionif theclient's
ACK is notseenin atimeoutperiod.
ATTACKER MONITOR TARGET
...- SYN,ACK I
lost
timeout
RST
Figure 10.6Reactionof Synkill againstHalf-open
Connections.
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10.3.2Operation
In additiontoaddressclassification,Synkill performsthefollowingsteps:
• processingof administrativeinput
• handlingof expiryevents
• handlingof stalenessevents
• sendingRST for all-impossibleaddresses(e.g.,0.0.0.0or 127.0.0.0)
• sendingACK to completeobservedSYN+ACK connections
• sendingRST for all evil addresses(e.g., networks10.0.0.0,172.16.0.0.,
192.168.0.0)
10.3.3StateMachine
After thepreprocessingstepsaretaken,Synkill operatesas a statemachine.
Thesourceaddressesof eachTCP packetis examinedto determinethesetmembership
of the address(NULL, NEW, BAD, or GOOD). NULL addressesare not saved
explicitly,becauseit is notpracticalto keepdatastructuresfor all possibleIP addresses.
If anaddressis notpresentinthedatabase,it is consideredto bein stateNULL.
Figure10.7depictstheSynkill statemachine.Thesymbolu denoteswhenthe
timestampof a givenaddressis updated.Thesetimestampsareusedto generatetimer
eventswhichwill bedescribedbelow.Recorddenoteswheredatagraminformation(IP
addresses,ports,andsequencenumbers)is recorded,so thata RST segmentcanbe
generatedlaterif necessary.
begin
SYN
recordrlU
SYN
record
ACKuRST
aPERFECTOSYN
Figure 10.7SynkillStateMachine.
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Thereareseveraldistinctsetsof events:observedTCP packets,timerevents,
andadministrativecommands.
1.ObservedTCP Segments
• SYN: The statemachineis designedto ignoreSYN segmentsfor
addressesthat are in theNEW, GOOD, or PERFECT states.For
addressesthatarein theBAD orEVIL states,aresetis generatedand
sent.Theveryfirst SYN segmentreceivedfromanaddressis moved
into theNEW stateto indicatesuspicion.As soonas furthervalid
TCP trafficfromthataddressis observed(ACK, RST) theaddressis
movedintotheGOOD state.
• ACK, RST: If Synkill receivesa validACK or RST packetsfrom
an address,it meansthatthe hostgeneratesvalid packetsandthe
addresscan be consideredGOOD. The addressis movedinto the
GOOD state.
2. TimerEvents
• Expiry: An expiry eventoccurs if the timer associatedwith an
addressin theNEW stateexpires.This meansthatSynkill hasnot
observedanyvalid TCP traffic fromthataddresses.The addressis
thereforemovedintotheBAD stateandRST packetsaregenerated
andsentfor all SYN packetsfromthataddressthatwereobserved
whiletheaddresswasin thenewstate.
• Staleness:Synkill employsa mechanismto allowaddressesin the
GOOD stateto leavethe GOOD stateafter no TCP traffic was
observedfromthataddressfor a periodoftime, i.e.,stalenessperiod.
The purposeof thestalenessperiodis to correctlyclassifyspoofed
addressesasBAD evenif theywereonceGOOD.
10.3.4Problems
Theauthorsof Synkill noteseveralproblemsaboutthisapproach.
First, the expirytimer: ideally it would be muchsmallerthanthe current75
secondstimout.However, the smallerthe chosenvalue the more likely it is for
legitimateconnectionsto beerroneouslydenied.
Second,it is possiblefor anattackerto "teach"Synkill GOOD addressesthat
arein factforged.This canbeachievedby sendingfakeRST or ACK segments.Then
theseaddresseswhich areerroneouslyclassifiedas GOOD, canbe usedfor a SYN-
floodingattack.AlthoughSynkill artificiallycompleteseachconnectionin orderto
protectthe target server from SYN-flooding attacks,this will result in service
degradationas explainedin Section 10.2.2.In orderto defendagainstthis kind of
attacksthe authors propose keeping state informationabout all observedTCP
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connections,which requiressequencenumberchecking.In this casean attackerwill
haveto predicthetarget'ssequencenumbers.
10.4DetectingSYN-flooding Attacks
In this section,our approachto the SYN-flooding attackwill be explained.
Briefly,weproposea statisticalanomalydetectionmethod.
10.4.1Objectives
Our objectiveis thedetectionof a SYN-flooding attackin real-timeandeach
timewe detectanattackwewantto be ableto definethelevelof threatwe arefacing
andactaccordingly.We noteherethatnoneof theabovemethodsweredesignedinthis
sense.In stead,theyweredesignedto analyzethecorrectnessof eachTCP connection
and act for them separately,regardlessof the existenceof a considerablethreat.
However,beingableto differentiateanattackfromthenormalmodeof operationmay
haveconsiderableadvantages.
A commonflaw thatwe notein themethodsmentionedaboveis earlytimeout
expiries, which cause denial-of-serviceto legitimateclients suffering from low
bandwidth.A longtimeoutperiodcausesservicedegradationattheserverasopposedto
a shortonethatresultsin denial-of-serviceto particularlegitimateclients.Currently,the
commonpolicy aboutthis dilemmais: "clientsalreadysufferingfrom low qualityof
serviceshould not victimizeothers",thereforeshort timeoutperiodsare generally
preferred.One vendorcalls this an "aggressivetimeout".Our statementis thatthe
aggressivetimeoutsshouldnotbeemployedwhenthereis no obviousreasonsto doso.
In today'sInternetnoteveryuserhasthechanceto connectvia high-speedpaths,nor
thereis aguaranteethattheotherswill havethesamelevelof qualityof servicetwenty-
four hoursa day.We notehere,the importanceof detectinga SYN-flooding attack,
which will provideus the ability of employingaggressivetimeoutsonly when it is
necessary:duringanattack.
To simplifythe discussion,we first considertheprotectionof only onehost:
ephesus8 which is oneof theInternetserversof Izmir Instituteof Technologyandin
order to detecta SYN-flooding attackdestinedfor this host we use a network
monitoringmachineattachedto thesamephysicalnetwork.This machineanalyzesthe
SYN segmentsdestinedfor ephesus,classifiesthemregardingtheirdestinationports
and aimsto detectit whenevera SYN-flooding attackis launchedagainsta given
service.The methodthatweproposedependsalsoon thepropersettingof thebacklog
queuelengthof ephesus.Thereforewe also proposea methodfor moreprecisely
determiningthisvalue.
Our studyis basedona setof tracesobtainedby monitoringall SYN segments
destinedfor ephesusduring68days(betweenMonday23/11/98andFriday29/01/99).
8 The nameof thehosthasbeenchangedfor thereasonsexplainedin Section10.4.3.1.
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10.4.2DetectionMethod
The detectionmethodthatwe proposeis basedon the intensitymeasuresof
SYN segments.At timeof writingthereexistsat leastonereferencewhich mentions
sucha possibilitl. TheparametersthatcanbeassociatedwiththeSYN floodingattack
are:
• T: SYN-RECEIVED statetimeoutin seconds(usually75).
• L: Per-portbacklogqueuelength.
• A: Numberof receivedSYN segmentspersecondby agivenTCP port.
We call hereA, astheintensityof SYN segments.In orderto succeedin a SYN-
floodingattack,theminimumnumberof SYN segmentsthatanattackermustsendin T
secondsis L. Thus,theaverageintensityof SYN segmentsin L secondsmustbeL / T.
Howeverthisis a minimumvalueandthehigherthechosenrate,themoreeffectivethe
attackwill be.We notethat,thissituationis of considerableadvantagein thedetection
of anattack.An additionalparameterneededforourdetectionmethodis:
• Ac: themaximumacceptable(critical)A value.
Then,our networkmonitorcomputesA for eachsecondandfor eachport of
ephesus,andwheneverit observesthe conditionA >Ac satisfied,it considersthe
situationasanattackandactsaccordingly.
10.4.3BacklogQueueLength Requirements
In thissectionwe describethenecessarysizeof thebacklogqueuefor ephesus.
Briefly, we aim to protectthis host againstundetectableattacks(hence,avoid false
negatives)anddecreasetheprobabilityof havingfalsepositives.
10.4.3.1UndetectableAttacks
Thepossibleresponseof anattackeragainsthismethodis illustratedinFigure 10.8.
AttackBegins
1[J~1 ~ ~ ~ ~+ 2 3 4 ~21--1 I I~f- ...-I
-I---f-·· .~-----~
• • t
1second
Figure 10.8PossibleResponseof anAttacker.
9 P. A. Porras.A Valdes,"Live TrafficAnalysisof TCPIIP Gateways",Proceedingsof theISaC
SymposiumonNetworkandDistributedSystemsSecurity,p.6.,1998.
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It shouldbe notedthatthemaximumnumberof SYNs thatanattackerwill be
ableto send(withoutbeingdetected)beforetheSYN-RECElVED timerexpiresis:
Therefore,in orderto be immuneto this worst case(themost intensivebut
undetectableattack),thebacklogqueuelengthof ephesusshouldbe at leastN +1,
whichgives:
L =Tx Ae +Ae +1
Rearrangedto collectthetermsmultipliedbyAe, thisbecomes:
L (Ae• T) =Ae x (T+1)+1
whereT is a configurableparameterwhichis generally75 seconds.As for Ae, it canbe
chosensothattheprobabilityof havinga falsepositive(A >Ae but,in factthisis notan
attack)is minimum.We wantto be ableto minimizethisprobability,becausea false
positivewill causethenetworkmonitorto actunnecessarily.
We noteherea flaw: if L is too large,an undetectableattackmay resultin
anotherform of denial-of-service:servicedegradation,sincein this casetoo muchof
the systemresourceswill be allocatedby half-openconnections.However, suchan
attackrequiresknowledgeaboutAe andthecorrectsynchonizationto themonitor'sone-
secondtimeintervals.It is alsopossibleto leavea doubtastotheexacttimeintervalsof
themonitor.In addition,thereis no obviouswayfor anattackerto understandwhether
his/herattackis detectedornot.
10.4.3.2FalsePositives
Observationshowedthattheprobabilityof receivinglargenumbersof SYNs in
a giventimeintervalis likely to be smallduringnormaloperation.Thereforewe note
thatthelargerthechosenAe valuethesmallertheprobabilityof falsepositiveswill be.
This illustratedin Figure 10.9.In thisfigure,a is thearealimitedbyAe andrepresents
theprobabilityof falsepositives.
Probability
a
Ae Numberof SYNs /second
Figure 10.9Probability of FalsePositives.
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Howeverin practicetherewill beanupperlimittoAe sinceit comesasa factor
in thecalculationof thebacklogqueuelengthL neededto be immuneto undetectable
attacksasformulizedabove(it shouldbenotedsucha settinginL forcestheattackersto
fall in the a region,which guaranteesthatwe will not haveany false negatives).
Therefore, a proper statisticalmodel is needed for precisely determiningAe•
Nevertheless,thereareimportantlimitationsin modelingSYN arrivalsandsettingL
accordingly,whichwill becoveredin thenextsection.
10.4.4Limitations in ModelingSYN Arrivals
1. ThePoissonmodelwillfail
In the classicalteletraffictheory,call arrivalsare oftenmodeledas Poisson
processes.Wewouldlike to havesuchananalyticaltrafficmodelfor TCP call arrivals
(connectionarrivals)becausetheyareeasierbothto conveyandanalyze.However,a
numberof paststudieshaveshownthatanalyticmodelsand specificallythePoisson
model(whichis interestingfor our purpose),doesnotsuitewell in today'sInternetin
all situations.Althoughwe havenot furtherexaminedthevalidityof thesefindingsfor
our case(e.g., establishingstatisticaltests),we havereasonablepre-knownevidences
thatusingaPoissonmodelwouldbedifficult.
First, our observationsshowedthat we can not reasonablyhope to model
connectionarrivalsusinghomogeneousPoissonprocesses,whichrequireconstantrates.
This is alsoobservedbyPaxsonandFloydlO• Figure10.10showsthevariationof hourly
connectionarrivalratesat ephesus(obtainedfromthe first 30 daysportionof our
traces).The importantpointthatwenotein thisfigureis thattheconnectionarrivalrate
changesregardingboththehourof thedayandthedayof theweek.For example,the
arrivalratesgenerallysmalleraroundmidnightsandduringweekends.
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Figure 10.10Hourly Variation of SYN Arrival Rates.
PaxsonandFloyd notethatduringfixedlengthintervals(for example1houror
1a minutes)the arrival ratescan be assumedconstantand the arrivalswithin each
10 V. Paxson,S. Floyd,"Wide-AreaTraffic: The Failureof PoissonModeling", IEEE/ACM Transactions
onNetworking,3 (3),pp.226-244,p. 3 (reprinted),June 1994.
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intervalcanbemodeledbya homogeneousPoissonprocess.Sucha modelis referredto
asa"nonstationaryPoissonprocess".Usersessionarrivalsarelikelyto benonstationary
Poissonprocessesincea usersessionarrivalcorrespondsto thetimewhena human
decidesto usethenetworkfor a specifictask,hencetheyaregenerallyuncorrelated.
However,for our purposeswe are interestedin connectionarrivalsratherthanuser
sessionarrivals.PaxsonandFloyd notethatindividualTCP connectionsthatcomprise
eachsessionare not well modeledby a Poissonprocessll.TELNET andRLOGIN
connectionarrivalsgenerallycorrespondto anewuserthereforearelikelyto becloseto
uncorrelated,memorylessarrivalsand can be describedusing nonstationaryPoisson
processes.However,XII, FTP datatransferandHTTP sessionsgenerallyconsistof
morethanoneconnectionswhichdo nothavethispropertythereforearenotPoisson1:2.
For example,anHTTP sessionconsistsof severalconnectionscorrespondingto auser
selectinglinks to otherpagesonthesameserver.Furthermore,in a HTTP session,not
everyconnectionis necessarilyinitiatedby theuser.The imagesto appearon a Web
pagefor example,aretransferredimmediatelyafterthetransferof thetextof thepage.
Finally, SMTP connectionarrivalsare not Poisson since they are machine-
initiatedandcanbetimer-driven.Furthermore,SMTP connectionsmaybeperturbedby
mailinglist explosionsin which oneconnectionimmediatelyfollows anotherandthe
timereffectsduetousingtheDNS to locateMX records13.
2.Backlogqueuelengthis static
Another limitationthat we note is that L is static. Currently no TCP/IP
implementationprovides a means for dynamically changing this parameter
(furthermore,thiswouldrequiretheserverandthemonitorto communicateachother).
However,asnotedabove,theclients'behaviourchangein timeandadaptingL tothese
changesis notpossible.
3.Differentserviceshavedifferentcharacteristics
We notethat,eachservicehasdifferentcharacteristicsand possiblydifferent
clients.Therefore,it would be hard to find a singlemodelthat fits in all services.
However,in mostsystemsa singledeamon,inetdissuesthe listen() systemcall
(hence,determinethebackloglimit) on behalfof the daemonsfor which it watches
ports.
10v. Paxson,S. Floyd, "Why We Don't Know How to SimulateThe Internet",Proceedingsof the 1997
WinterSimulationConference,Atlanta,GA, p. 5. 1997.
12 v. Paxson,S. Floyd, "Wide-AreaTraffic: The Failureof PoissonModeling", IEEE/ACM Transactions
onNetworking,3 (3),pp.226-244,p. 4 (reprinted),June 1994.
13 ibid,p. 4.
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10.4.5EstimatingAM4X
For thereasonsexplainedabove,we prefersettingL regardingthemaximum
SYN arrivalratethatis likelytooccurin thenearfuture.Therefore,wepropose:
Figure 10.11showsthechangesin themaximumSYN arrivalratesat services
providedbyephesusoverone-dayintervals.
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Figure 10.11Daily Variation of MaximumSYN Arrival
Rates.
In this figure, we notethatmaximumSYN arrivalratesare generallybound
withintheinterval15-20(48of 68).Therefore,we canreasonablyhopethatoverone-
day intervalsthe maximumSYN arrivalrateswill be fairly consistent.Furthermore,
someof thedeviationsfrom theconsistentbehaviourcanberelatedto knownsocial
events.For example,the maximumarrivalratesgenerallydecreaseduringweekends
and holidays(the days39-41correspondto new-yearvacationand we observelow
arrivalratesduringthesedays).Therefore,in·orderto capturethemostlikelymaximum
arrivalratewe canlook at workingdays.The low arrivalratesduringdays54-59are
knownto becausedby thedegradationin our ISP's qualityof serviceandthespikein
day38 is relatedtothenew-yeartraffic(justbeforethevacation).Nevertheless,thereis
no obviousreasonfor the spikethatwe observein day 23. As a result,completely
avoidingfalsepositivesseemsnotpossiblewiththismethod,howeverwe canexpecta
significantdecrease.
Figure 10.12showsthetheoreticalnumbersof falsepositivesthatwouldoccur
duringthe68 daysfromwhichourtraceswereobtained,for Ac valuesbetween15-20.
We notethatevenfor theworstcaseAc valuewhichis 15we canexcepta significant
decreasein thenumberof falsepositives(themonitorwouldactfor only 110seconds
during 68 days) and for Ac valuesof 19 and 20 the numberof falsepositivesare
negligible(monitorreactionfor 9 and5 secondsduring68days,respectively).
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Figure 10.12Numberof FalsePositivesper Day.
10.4.6Model of Operation
Our networkmonitorcanoperatein two differentmodes:traininganddefence.
The trainingmodeconsistsof observingthenormalclientbehaviour.Runningin this
mode,requiresseveraladministrativelysuppliedparameters:
• Thedurationof thetrainingperiodin days.
• SYN-RECEIVED statetimeoutin seconds(normally75).
• Thelistof thehostswantedtobeprotected.
Regardingthisinformation,thenetworkmonitorobservestheSYN arrivalrates,
computesAc =AMAX andoutputsabacklogqueuelength,separatelyfor eachhostin the
list. For the reasonsnotedabove,we preferworkingdays(andwhenthe qualityof
serviceis normal)for runningournetworkmonitorin thismode.
We use this informationfor configuringthe backlogqueuelengthsof our
servers,and startthe networkmonitorin defencemode.In this mode,the network
monitorusestheAc valuesthatit computedin the endof the trainingperiod.Then,
wheneverthe A >Ac conditionis observedfor one of the servers,it recordsthe
necessaryinformation(IP addresses,portandsequencenumbers)aboutthesuspicious
setof connectionattemptsobservedinthatsecond.
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Givena setof suspiciousconnectionattempts,thenetworkmonitorcantakeone
of thefollowingactions:
1. DirectlySendingRSTs: we donotcurrentlyproposethiskindof anaction,
sincetheremaybelegitimateSYNs in theset(whichis certainif thisa false
positive).Thiswill denyaccessto legitimateclients.
2. SendingRSTs afteran aggressivetimeoutperiod:with this method,the
network monitor will send RSTs for the connections,which are not
establishedwithinanaggressivetimeoutperiod.
3. SendingACKs: with this method,the networkmonitorwill immediately
sendthenecessaryACKs to completetheTCP 3-wayhandshakesandsend
RSTs if anaggressivetimeoutperiodexpires.
4. Operatingas Synkill: this impliesthatour networkmonitorcan supply
Synkill with a setof suspiciousconnectionattemptsand Synkill can
comparethe sourceIP addressesin this setagainstits databaseand state
machine,thenactaccordingly.This requiresSynkill to run on the same
machine.
For eachset,the percentageof connectionsthatwere resetis also loggedin
orderto providesecurityadministratorswith a meansfor differentiatingbetweentrue
andfalsepositives.It shouldbe notedthatwe canexpecta smallpercentageof reset
connectionsfor false positives. Therefore, by looking at these logs, system
administratorscandecidewhetherthenumberof falsepositivesis acceptableor not.
Thesedecisionscan leadto heuristicchangesin Ae andin this situationthe network
monitoris inputa largerAe valueandit outputsthenecessaryL. However,thebacklog
queuemustbereconfiguredin thissituation.
10.4.7Notes
We notethat earlytimeoutexpiryand servicedegradationproblemsremain
sincethe actionsthat we takeare not new and still basedon aggressivetimeouts.
However,with thismethod,theseproblemswill ariseonlywhena considerablethreat
(trueor false)is detected.Therefore,the risk of breakinglegitimateconnectionsand
causingservicedegradationis minimizedduringnormalmodeof operation.
Theperformanceof themethoddependsonthecorrectestimationofAe. A small
Ae will resultin a largenumberof falsepositives.Then,thenetworkmonitorwill actfor
morelegitimateconnections,resultingin a risk of denyingserviceto morelegitimate
clients.Therefore,heuristicchangesin Ae maybeuseful.For example,multiplyingAe
by a factor of two will almost guaranteea minimumnumberof false positives.
However,thiswill doublethenecessarybacklogqueuelengthaswell.
Anotherissueis "busyservers".We expecta largerAe (whichrequiresa larger
L) for a busyserver.Stevensanalyzedthenumberof SYNs receivedper secondby a
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commercialISP's busyWebserver,whichwasprovidingservicefor 22organizations14
He observedAc =AUAX =20 duringonedayandfor Ac =20x2=40,thiswouldrequire
L =3041(if T =75).We notethatthisis lessthanthehalfof thebacklogqueuelength
proposedby onevendormentionedin Section10.1.Therefore,we concludethatsucha
detectionmethodcanconsiderablydecreasetheprimarystoragerequirementsnecessary
for copingwithSYN-floodingattacks.
There is also an importantproblemwith our approach:given the drastic
developmentrateof theInternetandthecomputersector,thehighestarrivalrateswill
alsoincreaseoverlongterm.Suchincreasescanberelatedto administrativepoliciesas
well. For example,installationof a largemailinglist or a popularWeb serverwill
certainlycausenew clientsto arrive,thereforeincreasethearrivalrates.Runningthe
networkmonitorin the trainingmodemaybenecessarywheneversuchan increasein
theSYN arrivalratesis expectedorobserved.
Finally,wenoteinthismethodseveraldifferencesfromthegeneraldefinitionof
anomalydetectionsystems.First, this methodis deprivedof theprimaryadvantageof
anomalydetectionmethods:capabilityof detectingunknownattacks,insteadit focuses
on only a known vulnerability.Second,anomalydetectionsystemsgenerallysuffer
from the fact thatthey can be trainedby the attackersso thateventually,intrusive
activitiesareconsiderednormal.However,in our casesuchattackscanbe avoidedby
consideringonly establishedconnectionsduring the training period. The possible
responseof anattackercanbeestablishingconnectionsveryfrequently,howevergiven
the difficulty of sequencenumber predictionattacks againstup to date TCP
implementations,this can be too easilydetected:too manyandfrequentconnections
froma samehost.
14 W. R. Stevens.TCPIIP J//ustrated,Volume3. TCP for Transactions.HITP, NNTP, and the UNLY
DomainProtocols,ProfessionalComputingSeries,AddisonWesley,pp. 177-182,1994.
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Chapter11
CONCLUSION
Therearea numberof importantvulnerabilitiesin theTCPIIP protocolsuite.
Thesearegenericproblemsin the protocolsthemselvesand are independentof any
implementationsof TCPlIP.
TCPIIP doesnotprovidehostaddressauthentication.Theoretically,anyhostcan
send packetswith any source IP addresses.This situationposes two threats:
unauthorizedaccessand denial-of-serviceattacks.Obtainingunauthorizedaccess
generallyrequiresTCP sequencenumberguessing.However,the initial sequence
numbergenerationmethodspecifiedin RFC 793,theofficial specificationfor TCP, is
vulnerableto suchattacks.In this RFC, an incrementalISN generatoris proposedin
orderto avoidduplicatesegments.It shouldbenotedthatsegmentduplicationproblems
arisefromthefactthatTCP/IP is notableto correctlydefineaMSL for a segment.The
ISN generationmethoddescribedin RFC 1948seemsfar morestrong(froma security
perspective)thereforemustbeemployedin newerimplementations.However,by their
naturesUDP andICMP protocolsdoesnotprovidesequencing,thereforearesubjecto
forgery.
The combinationof this authenticationweaknesswith networkmonitoring
attacksis evenworse.In thiscase,anattackeris ableto monitorthesequencenumbers
generatedby the target,hencecan obtainunauthorizedaccess.One-timepasswords
were proposedand are being used for defendingagainstreplay attacks,however
regardlessof thestrengthof thealgorithmused,one-timepaswordsarevulnerableto
TCP hijackingattacks.Therefore,userauthenticationdoesnot seempossibleunlessIP
addressesareauthenticatedand/ordatastreamis encrypted.
A flaw in thedomainnamesystemallowsattackersto forgehostnames,then
obtainunautorizedaccesstothesitesemployingnamebasedpatternsof trust.Although
thereareseveralpossiblecountermeasures,trustbasedonhostnamesis notproposed.
There are severalpointsof informationdisclosureat differentlayersof the
TCP/IP suite.This informationcanbeusedbytheattackersfor revealingvulnerabilities
found at potentialtargetsand then launchingdenial-of-serviceattacksor obtaining
unauthorizedaccess.
Firewalls;althoughtheycanprovidestrongdefensein a numberof situations,
they seemfar from being completelysecure,unlessproperuser and host address
authenticationis provided. Futhermore,they pose a serious contradictionwith
convemence.
Finally, theseconclusionscan lead to a futurework on a networksecurity
monitordesignwhich mustbeconsideredasanalternativeandsupplementarymethod
for defendingagainst,andunderstandingtherisks.Wherepreventiveapproachesarenot
applicable,networkmonitorscanbeusedfor loggingintrusiveactivity,andautomated
detectionof networkbasedattacks. IZMIR YUKSEK TEKNOlOJi ENSTiTUSO I
REKTORlUGO
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SUMMARY
There are several vulnerabilitiesin the TCP/IP protocol suite. These
vulnerabilitiescan be summarizedas follows: authenticationweaknessof IPv4,
predictableTCP initialsequencenumbers,vulnerabilityto denialof serviceattacksand
severalinformationleakagepoints.
Preventionmethodsandtools suchas TCP wrappers,one-timepasswordsand
firewallssufferfromtwo majorproblems:in manysituationstheyarenotassecureas
theyshouldbeand/ortheyposeatrade-offwithconvenience.
Network securitymonitoringmethodscanbe usedfor loggingand detecting
intrusiveactivity,howevertherearea numberof pointsthatmustbeconsidered.These
canbesummarizedasfollows:securityof themonitor,monitoringefficiency,theform
andthecontentof thelogs,andintrusiondetectionmethodologiesto follow.
IlMIR YUKSEK TEKNOlOJi ENSTirusO
REKTORlOGU
KOliipr.!Jne ve OokOmontosyon Ooire B~k.
97
OZET
TCP/IP protokoldizisindebazl giivenlik aylklan bulunmaktadlr.Bu aylklar
~6yle6zetlenebilir:IPv4' te 6zgiinlOkdenetimieksikligi, tahmin edilebilir TCP
ba~langlySlranumaralan,hizmetkesmesaldmlannakar~lzay1fl1kvebilgi slzmtllan.
TCP "wrapper"yazillmlan,tek kull~mhk ~ifrelerve giivenlikduvarlangibi
engellemey6ntemlerikar~lmlzagenel olarak iki problem ylkarmaktadrr:yeterli
giivenliktenyoksunlukve/veyauygunlukileyeli~ki.
Ag giivenlik denetimi, kOtOklemeve saldm algllama alanlannda fayda
saglamaktadlr,fakat dikkatealmmaslgerekenbazl noktalarbulunmaktadlr.Bunlar
s6yle6zetlenebilir:denetimingiivenligiveetkinligi,kOruklerinsunulu~~ekli,iyerigive
izlenecekalgllamay6ntemleri.
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